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Welcome to RED-I’s documentation!

The project documentation is split into two sections


	User Documentation

	Developer Documentation




User Documentation



	RED-I Project
	Introduction

	How to Install RED-I

	Installation Using Source Code

	Installation Using Binary Distribution

	Installing RED-I on Windows

	Installing RED-I on Red Hat and Fedora

	How to Test RED-I with a Sample Project

	How to Configure RED-I for a New Project

	How to use RED-I

	How to Get Support

	How to Contribute





	RED-I Configuration
	Required Parameters

	Conditional Parameters

	Optional Parameters





	RED-I Usage
	Optional command-line arguments:





	Add new REDCap Project and API Key

	Steps
	1. Create new Project

	2. Authorize People

	3. Create an API Token

	4. Export Data

	5. Backup Data

	6. Document the Existence of the Project





	Clinical Data Specification

	Describing a REDCap Form to RED-I
	Form Events

	Translation Table

	How to Add a Simple REDCap Form to RED-I





	Mapping Clinical Components to LOINC Codes
	Lookup LOINC Codes

	Map Local ID to LOINC Code












Developer Documentation



	Testing RED-I with a sample REDCap Project
	Purpose

	Steps





	Code Review Checklist

	Setting up Travis CI for Open Source REDI project
	Steps to setup Travis CI for RED-I

	CTS-IT Responsibilities when a pull request is submitted on REDI

	Responsibilities of the developer submitting a pull request:





	Regression Testing
	Steps





	redi
	redi package
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RED-I Project


[image: .]



Introduction

The REDCap Electronic Data Importer (RED-I) is a tool which is used to
automate the process of loading clinical data from Electronic Medical
Records (EMR) systems into REDCap [http://www.project-redcap.org/]
Study data capture systems. RED-I is a general purpose tool for REDCap
data importing suitable for use on any study in any REDCap system. It
uses XML lookups to translate data stored in comma separated values
(CSV) files and uploads it to a REDCAP Server using the REDCap API. The
tool allows study data to be securely uploaded from clinical reporting
systems, error checked, and uploaded into REDCap. It provides the
investigator with feedback on upload success in the form of summary
reporting of the data upload process.

You can view a presentation of the RED-I tool in action on
youtube [https://www.youtube.com/watch?v=0x04y5SNPL8&feature=youtu.be].




How to Install RED-I

RED-I is written in Python so you will have to install it if the
following comand gives you an error:


$ python --version
Python 2.7.5

For more details on how to install python on your system please visit
Downloading
Python [https://wiki.python.org/moin/BeginnersGuide/Download] page.




Installation Using Source Code

We recommend to install RED-I in a Python virtual environment in order
to prevent conflicts with your other packages.


   $ wget https://bootstrap.pypa.io/get-pip.py
   $ python get-pip.py

The follow steps assume that you have the
git [http://git-scm.com/book/en/Getting-Started-Installing-Git]
version control installed on your system.


   $ git clone https://github.com/ctsit/redi.git redi
   $ cd redi
   $ sudo pip install virtualenv
   $ virtualenv venv
   $ source venv/bin/activate
   $ make 
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RED-I Configuration


Required Parameters

The following parameters are required to have a value in
settings.ini:


	raw_xml_file

	translation_table_file

	form_events_file

	research_id_to_redcap_id

	component_to_loinc_code_xml



If any of the parameters listed above is missing then the program will
terminate. A detailed message about the missing parameter will be
displayed to the user before the program terminates as well as written
to the log file.




Conditional Parameters

While the parameters mentioned in the section
above are always required, the following
parameters are only required to have a value in settings.ini when
redi is not performing a dry run.


	redcap_uri

	token

	redcap_support_receiver_email

	redcap_support_sender_email

	smtp_host_for_outbound_mail

	smtp_port_for_outbound_mail

	sender_email (only required when **send_email* is set to Y)*

	receiver_email (only required when **send_email* is set to
Y)*



Note: In “dry run” mode the RED-I will not send any data to REDCap.

The following parameters are required only when --emrdata is
specified on the command line:


	emr_sftp_server_hostname

	emr_sftp_server_username

	emr_sftp_server_password

	emr_sftp_project_name

	emr_data_file



These parameters are essential for establishing a connection with the
SFTP server to obtain EMR data; so, if they are missing or do not have a
value in settings.ini, then the program will terminate. As with the
required parameters, a message about this will be displayed to the user
before the program terminates as well as written to the log file.




Optional Parameters

Following parameters in settings.ini are optional:







	Parameter Name
	Default Value




	report_file_path
	report.xml


	report_file_path2
	report.html


	input_date_format
	%Y-%m-%d %H:%M:%S


	output_date_format
	%Y-%m-%d


	project
	DEFAULT_PROJECT


	rate_limiter
	600


	batch_warning_days
	13





If the above parameters are missing or do not have a value in
settings.ini then the corresponding default value is used. Whenever
a default value is used, a message about is written to the log file.
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RED-I Usage

Currently the RED-I application can be only executed from the command
line:

$ redi


Optional command-line arguments:


	-h, –help: show the help message

	-v, –verbose: increase verbosity of output




$ redi -v









	-V, –version: Show version number




$ redi -V









	-c: Specify the path to the configuration folder.

$ redi -c /Users/admin/redi-config





Default path for config folder is /config. For “data directory”
refer –datadir.



	-k, –keep: Prevents deletion of the output files generated during
data processing.

$ redi -k





When this parameter is provided, the output files are stored in
/out/out_<timestamp>.

The timestamp has the format: YYYY_MM_DD-HH_MM_SS.

If the parameter is not provided, the output files are stored in a
temporary folder during the execution of redi and then deleted
along with the temporary folder once redi finishes execution.



	-d, –dryrun : Performs a dry run.

$ redi --dryrun





When this parameter is provided, all data transformations are
performed and execution stops after writing out the final data set to
/out/out_<timestamp>.

The purpose of this switch is to assist developers in performing a
dry run of redi. Data will not be written to the REDCap server
nor will emails be sent.

If -d is used, --keep is implied; therefore, you do not need
to specify it or provide any path for storing the output files.

By default, this parameter is disabled.



	-e, –emrdata: Runs the script for fetching EMR data.

$ redi --emrdata





When this parameter us provided, a connection will be established
with the sftp server mentioned in the settings.ini file in the config
folder and EMR data required for the execution of redi will be
downloaded.

Following parameters need to be set in config/settings.ini before
using this option:


	emr_sftp_server_hostname = URL of the SFTP Server

	emr_sftp_server_username

	emr_sftp_server_password

	emr_sftp_project_name = folder on the SFTP server containing
the EMR data

	emr_data_file = file containing the EMR data



By default, this parameter is disabled.



	-r, –resume: Resumes a previously stopped run of redi.

*WARNING!!!* This is used in a very specific case. Use with
caution.

Once redi has completed processing, it sends its data to
configured REDCap Server. Each transaction is initially marked as
unsent and only after a response from the REDCap Server is it
changed to sent. If you stop redi from running during this
time, it is possible to resume where it left off by specifying the
--resume switch.

Do not use --resume for a first run; it will fail. Using
--resume once a run has completed is unsupported, but won’t do
much other than send the email the report again.

The development team is looking to make this a more robust and safer
feature in the future.



	–datadir: Specify path to the data directory

$ redi –datadir /Users/admin/redi_output

The data directory is the directory that will store the following:


	log file. Currently up to 31 days of logs are stored, after which the file begins rotating.

	SQLite database used for storing checksums

	intermediate output files which are required for debugging and
used by the resume logic

	configuration directory (unless a different path for this is
specified by the user)



By default, the data directory is assumed to be the current working
directory. Using this switch, one can run multiple instances of redi
simultaneously.



	–skip-blanks: skip blank events when sending event data to RedCAP

$ redi –skip-blanks
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Add new REDCap Project and API Key




Steps

Once you have the RED-I configuration ready you can create a new REDCap
project

Note: The instructions below assume you have the permissions to create a
new REDCap project, create a user, set user permissions, and create an
API Token. Depending on how your REDCap server is configured you may or
may not have the permissions to do these tasks yourself. Please consult
with your local REDCap managers for assistance if you do not see these
options.


1. Create new Project

Open in the browser the REDCap url. Select the Create New Project
tab. Enter <your_project_name> for the project title. Please check
below images for reference.


[image: alt text]



[image: alt text]





2. Authorize People

To adjust user rights, access the User Rights tool via the menu on the
left side of the REDCap screen.


[image: alt text]


or click on User Rights button in the Project Setup


[image: alt text]


In REDCap User Rights, set Data Entry Rights as per your
needs.Please check below image


[image: alt text]





3. Create an API Token

For the data in your project to be used by programs, those programs will
need access through API interface. You will need to create an API Token
to allow those programs to authenticate and get the correct permissions
on your project.

This token can be created on any account, but for automated processes a
service account will provide a more reliable authentication. Add a user
in this REDCap project with the permissions shown below:


[image: alt text]


After you have created the new user, login as that user and request an
Read-only API button on the left hand toolbar.


[image: alt text]





4. Export Data

If you have data in this project that needs to be preserved, you can
export it using the steps listed in the section 2 above.




5. Backup Data

If you would like to backup this project along with other REDCap
projects, please follow the procedures listed in the section 3. If
you want to initialize the project with no data in it, follow the
procedures in section 2.




6. Document the Existence of the Project

Please update the README-projects.md document with a detailed decription
of the new project.
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Clinical Data Specification

Clinical data from an Epic Clarity system should conform to this
specification. The specification was designed to adhere to default Epic
Clarity field names and data formats wherever possible.


	All data will be returned in the UTF8 Character set

	The first row of the file will be a header row showing the name of
each column, enclosed in double quotes and separated by commas.

	The field names in the header row will be those shown below. The case
of each column name should be that shown below.

	Subsequent rows will show lab result values. All values will be
enclosed in double quotes and separated by commas.

	Each row will show one lab result value.



These fields may be specified in the data file:

Field Name      Field Required?  Field Description
STUDY_ID            yes          Identifier of a person within a study
NAME                yes          Name of lab component
COMPONENT_ID        yes          Numeric identifier of lab component
ORD_VALUE           yes          Result value for lab component
REFERENCE_LOW       no           Lowest expected value for ORD_VALUE
REFERENCE_HIGH      no           Highest expected value for ORD_VALUE
REFERENCE_UNIT      yes          Units for ORD_VALUE
SPECIMN_TAKEN_TIME  yes          Date and time specimen was taken from the patient/study subject. Date must be formatted as "YYYY-MM-DD HH:MM:SS".
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Describing a REDCap Form to RED-I

RED-I needs to know certain information about REDCap forms and events so
that it can correctly translate and insert clinical data into them.

The description of the forms is done in two XML files called `Form
Events <#form-events>`__ and `Translation
Table <#translation-table>`__. The location of these files is
specified in the settings.ini configuration file.

*See:* How to Add a Simple REDCap Form to RED-I


Form Events


	Format: XML

	Configuration:

	Key: form_events_file

	Default: formEvents.xml




Sample

<?xml version="1.0" encoding="UTF-8"?>
<redcapProject>
    <name>Project</name>
    <form>
        <name>cbc</name>

        <formDateField>cbc_date</formDateField>

        <formCompletedFieldName>cbc_done</formCompletedFieldName>
        <formCompletedFieldValue>2</formCompletedFieldValue>

        <formImportedFieldName>cbc_imported</formImportedFieldName>
        <formImportedFieldValue>Y</formImportedFieldValue>

        <event>
            <name>1_arm_1</name>
        </event>
        <event>
            <name>2_arm_1</name>
        </event>
    </form>
</redcapProject>








Root Element




Form Elements

The follow are children elements of each redcap/form element.




Event Elements

The following are children elements of each redcap/form/event
element.









	Required?
	Name or Path
	Description
	Max




	Required
	name
	Name of the REDCap Event
	1










Translation Table


	Format: XML

	Configuration:

	Key: translation_table_file

	Default: translationTable.xml




Sample

<rediFieldMap>

    <clinicalComponent>
        <loinc_code>34714-6</loinc_code>
        <clinicalComponentName>INR</clinicalComponentName>

        <redcapFormName>inr</redcapFormName>

        <redcapFieldNameValue>inr_lab_result</redcapFieldNameValue>
        <redcapFieldNameValueDescriptiveText>INR</redcapFieldNameValueDescriptiveText>

        <redcapStatusFieldName>inr_lab_status</redcapStatusFieldName>
        <redcapStatusFieldValue>NOT_DONE</redcapStatusFieldValue>
    </clinicalComponent>

    <clinicalComponent>
        <loinc_code>11011-4</loinc_code>
        <clinicalComponentName>Hepatitis C virus RNA</clinicalComponentName>

        <redcapFormName>hcv_rna</redcapFormName>

        <redcapFieldNameValue>hcv_lab_result</redcapFieldNameValue>
        <redcapFieldNameUnits>hcv_lab_result_units</redcapFieldNameUnits>
        <redcapFieldNameValueDescriptiveText>HCV RNA results</redcapFieldNameValueDescriptiveText>
    </clinicalComponent>

</rediFieldMap>








Clinical Components

Clinical Component is a generic term for test, measurement, or
observation. Each Clinical Component is represented by a
clinicalComponent XML element whose children elements are as
follows:






How to Add a Simple REDCap Form to RED-I

Remember, when “adding a form” you are describing it to RED-I. So, you
can open your browser and use the actual REDCap Form to guide you.


	Edit formEvents.xml

	Copy the contents of the sample data for a form element.

	Replace the text of all XML Elements using the descriptions above.

	Edit translationTable.xml

	Copy the contents of the sample data for a clinicalComponent
element

	Replace the text of all XML Elements using the descriptions above.

	Repeat for as many clinical components as needed.




Note

You can lookup a field’s ID using REDCap’s Data Collection
Instruments editor.


	Click Project Setup

	Under Design your data collection instruments, click Online
Designer.

	Find the name of your form (called an Instrument), such as
“Demographics”.

	Find the field you are looking for and copy it’s Variable name.
[image: image]
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Mapping Clinical Components to LOINC Codes

This document explains how to lookup LOINC [http://loinc.org] Codes
and map them to a site’s local clinical components for RED-I to use.


Lookup LOINC Codes


	Download the LOINC Table File [http://loinc.org/downloads/loinc]
and open it in your preferred Spreadsheet
Viewer [http://www.libreoffice.org/discover/calc/].

	Find the columns LONG_COMMON_NAME and COMMON_TEST_RANK.

	Filter the LONG_COMMON_NAME by the name of your clinical
component.

	Sort COMMON_TEST_RANK descendingly. This column ranks the top
2000 components from most common (ranked 1) to least common (ranked
2000), as described on the LOINC usage
site [http://loinc.org/usage]. Unless you are mapping specialized
data, it is more likely that the component of interest is ranked more
highly, i.e., it is more common.

	Starting with the highest rank, use LOINC
Search [http://search.loinc.org] to investigate each Component
until you’ve found the one you’re looking for.






Map Local ID to LOINC Code

Mapping is done in an XML document; a sample of a mapping file and an
explaination of the format is as follows.


	Format: XML

	settings.ini configuration:

	Key: component_to_loinc_code_xml

	Default: clinical-component-to-loinc.xml




Sample

<?xml version='1.0' encoding='US-ASCII'?>
<clinical_datum>
    <version>0.1.0</version>
    <Description>
      Mapping of the University Hospital's Lab Component Identifiers to corresponding LOINC codes
    </Description>
    <components>
        <component>
          <description>Leukocytes [#/​volume] in Blood</description>
          <source>
            <name>COMPONENT_ID</name>
            <value>8675309</value>
          </source>
          <target>
            <name>loinc_code</name>
            <value>26464-8</value>
          </target>
        </component>
        <component>
          <description>Hepatitis C virus RNA [#/​volume]</description>
          <source>
            <name>COMPONENT_ID</name>
            <value>42</value>
          </source>
          <target>
            <name>loinc_code</name>
            <value>26464-8</value>
          </target>
        </component>
    </components>
</clinical_datum>








Clinical Datum

The root element MUST be clinical_datum.










	Required?
	Name or Path
	Description
	Max
	Notes




	Optional
	version
	Version number of the Clinical Datum XML format.
	1
	0.1.0 is currently the only version


	Optional
	Description
	Description of the XML document
	1
	Potentially helpful to readers


	Required
	components
	The parent element for Clinical Components Mappings
	1
	








Clinical Component Mapping

Represented as component elements under
clinical_datum/components. Each component represents a mapping from
a (clinical component) Source to a Target (LOINC code). Source comprises
an XML Element name and value; likewise, Target comprises the name and
values to use as a replacement.

For every incoming clinical component that will be mapped to a LOINC
value, create a new block and complete it according to the below table.










	Required?
	Name or Path
	Description
	Max
	Notes




	Optional
	Description
	Description of the Component
	1
	Potentially helpful to readers


	Required
	source
	Parent element for the Source information
	1
	


	Required
	source/name
	Name of the XML Element
	1
	


	Required
	source/value
	Value of the XML Element
	1
	


	Required
	target
	Parent element for the Target information
	1
	


	Required
	source/name
	Name of the XML Element
	1
	


	Required
	source/value
	Value of the XML Element
	1
	








Example

Given the sample above, the following input:

<COMPONENT_ID>8675309</COMPONENT_ID>

would be mapped to:

<loinc_code>26464-8</loinc_code>
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Testing RED-I with a sample REDCap Project


Purpose

The “vagrant” folder was created with the goal of making testing RED-I
software [https://github.com/ctsit/redi] as easy as possible. It
contains the Vagrantfile which allows you to
start a virtual machine capable of running the REDCap
software [http://http://www.project-redcap.org] – which means that
during virtual machine creation the Apache and MySQL software is
installed without any user intervention.

There are a few important things to note before proceeding with running
RED-I to import data into a sample REDCap project:


	You have to install the vagrant and virtual box software

	You have to obtain the closed-source REDCap software from
http://project-redcap.org/

	You have to obtain a Makefile.ini file in order to be able to
execute tasks from the Makefile






Steps


1. Install vagrant and virtual box

On a linux machine run:


	sudo apt-get install vagrant

	sudo apt-get install virtualbox



On a mac machine:


	Download and install vagrant from
https://www.vagrantup.com/downloads.html

	Download and install the latest virtual box from
http://download.virtualbox.org/virtualbox/



For more details about Vagrant software you can go to
why-vagrant [https://docs.vagrantup.com/v2/why-vagrant/] page.




2. Configure the VM

As mentioned above you have to obtain a copy of the REDCap software from
http://project-redcap.org/ and save it as “redcap.zip” file in the
“config-example/vagrant-data” folder. This ensures that in the
later steps the bootstrap.sh script can
extract the files to the virtual machine path “/var/www/redcap”.

Now execute the following commands to complete the configuration:


cd ./vagrant    # must be in the redi/vagrant/ directory
make copy_config_example
make copy_redcap_code
make copy_project_data
make show_config

Please verify that the output from “show_config” matches your
expectations.




3. Start the VM

To use the vagrant VM you will need to install Vagrant and Virtual Box.

With these packages installed, follow this procedure to use a VM
template:


# must be in the redi/vagrant/ directory
cd ./vagrant
vagrant up

Vagrant will instantiate and provision the new VM. The REDCap web
application should be accessible in the browser at

http://localhost:8998/redcap/

If port 8998 is already in use vagrant will choose a different port
automatically. Read the log of “vagrant up” and note the port to be
used.




4. Verify the VM is running

Verify that the virtual machine is working properly by accessing it
using:


vagrant ssh




5. Import Enrollment Data using RED-I

Import the sample subject
list into
REDCap by executing:


make rc_enrollment

Note: This step is necessary because in order to associate data with
subjects the list of subjects needs to exist in the REDCap database.




6. Import Electronic Health Records using RED-I

Import the sample electronic health
records
into REDCap by executing:


make rc_post

Verify that the output of this command ends with:


You can review the summary report by opening: report.html in your browser

If this step succeded you have verified that RED-I can be used to save
time by automating EHR data imports into REDCap.

Congratulations! You can now add your own REDCap project
and start using RED-I to move data.
Please refer to Add new REDCap Project and API Key document for help.
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Code Review Checklist

When reviewing a pull request there are many quality checks we could
perform. This document can serve as a guide for tests we can apply to
assess the quality of the work.


	Is the pull request against the right branch? Changes without
dependencies should be forked from the head of the *master* and
merged back to *develop*. Changes with dependencies should fork
from and merge back to a non-production branch, generally
*develop*.

	Does the pull request contain one and only one thing be it a new
feature, bug fix, refactor, etc. ?

	Do the commit(s) in the request describe the work?

	Does the pull request comment describe the work?

	Does the pull request pass the Travis tests?

	Do new tests accompany any new code?

	If this is a bug fix, is a test added to test for that bug?

	If this is a new feature, is it documented?

	Does the new code improve or maintain the lint score?

	Does the new code improve or maintain the code coverage score?

	If the new code contains changes that would break existing
installations (e.g. database schema, configuration file changes),
does it also contain relevant documentation of the change? Does it
have a migration procedure? Does it have a migration tool?

	Does the merged code pass an integration test?
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Setting up Travis CI for Open Source REDI project


Steps to setup Travis CI for RED-I


	Sign in to travis using Github account (ctsit)

	Give permissions to travis to clone and sync github repositories when
asked.

	Activate a webhook on the repo on your choice




	Go to repositories in your profile (Click on your profile as shown
below)




[image: Screenshot showing using profile in travis]
image




	Flip the switch against the repo of your choice to enable webhook for
that repo as displayed in the image below. [image: image]




	Create a .travis.yml file and add it to your repository. I have
created a basic .travis.yml, which work for current REDI. Below are
its contents



language: python
python:
  - "2.7"
before_install:
  sudo apt-get install -y python-setuptools libxml2 libxslt1-dev python-dev
install:
  - pip install requests
  - pip install lxml
  - pip install appdirs

script: make test

branches:
  only:
    - master
    - develop






	The contents listed above are pretty basic. For any additional
features you need to configure refer this
link [http://docs.travis-ci.com/user/build-configuration/].

	Travis is now configured to your repository. For each new commit made
to the master branch, travis will run new build for your repository
and results will be mailed to the email registered in your github
account.

	You can also view results on your Travis dashboard as shown in the
below image. [image: image]






CTS-IT Responsibilities when a pull request is submitted on REDI


	When REDI gets a pull request, CTS-IT coordinator should open the
pull request. This initiates Travis to run tests against pull request
and displays the results.

	Pull requests that passed the tests looks like as shown in the image.
[image: image]

	Pull requests that failed the tests looks like as shown in the image
below. [image: image]






Responsibilities of the developer submitting a pull request:


	Fork the REDI repository. You will get a .travis.yml with the fork.

	Setup a travis account for your github account and give permissions
for travis to run build.

	With this you should receive travis reports for each commit you push
to your forked repository.

	Before submitting a pull request, make sure tests in your travis
report are all passing.
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Regression Testing

The intent of the procedure described below is to find new bugs or
unexpected side effects in the code after a release lifecycle is
completed.

Goal: Compare two files obtained from RedCAP after two separate
imports are performed using the production and the candidate versions of
REDI software.

Note: The login credentials for the RedCAP web application on the
testing VM at http://localhost:8998/redcap/index.php are:
admin/password


Steps


	Obtain the candidate version (redi_B) of the software

$ git clone git@repo_redi redi_new
$ cd redi_new && git checkout develop










	Clone the config repository at ./config and checkout the tag that
matched the REDI version

git clone git@repo_config config cd config && git checkout develop



	If needed, revise the settings.ini lines that identify the host and
authorize access. For this VM, the lines are

"redcap_uri": "http://localhost:8998/redcap/api/",
"token": "121212",

$ sed -i 's/^\s\+"redcap_uri.*/\t"redcap_uri" : "http:\/\/localhost:8998\/redcap\/api\/",/' settings.ini
$ sed -i 's/^\s\+"token.*/\t"token" : "121212",/' settings.ini







	Go to the vagrant folder and remove the old virtual machine (VM)
instance if necessary:

$ cd vagrant && vagrant destroy







	Start a fresh VM:

$ vagrant up





The expected output from this command should look like:

redcap.zip content indicates Redcap version: 5.7.4
Setting the connection variables in: /var/www/redcap/database.php
Checking if redcap application is running...
   <b>Welcome to REDCap!</b>






	If you need to preserve the database state then you can create a
backup of the REDCap database before we insert any data by running
the redcapdbm.php script on the VM:

$ vagrant ssh -c ‘cd /vagrant/scripts && php redcapdbm.php -b’





Note: The commands above create a file like
backup-redcap-YYYYmmdd-HHMM.sql on the VM


	Erase the data in the REDCap instance using redcapdbm.php. First,
enumerate the REDCap projects

$ vagrant ssh -c ‘cd /vagrant/scripts && php redcapdbm.php -l’

The following projects are currently available in the redcap
database:

project_id: 1, project_name: redcap_demo_cda700 project_id: 2,
project_name: redcap_demo_f3746b project_id: 3, project_name:
redcap_demo_117155 ... project_id: 12, project_name:
hcvtarget_20_development ...





Erase the data in the correct project if necessary:

$ cd ../vagrant && vagrant ssh -c 'cd /vagrant/scripts && php redcapdbm.php -d 12'

 Deleting data for project: 12, name: hcvtarget_20_development
 Rows deleted from `redcap_surveys_response`:0
 Rows deleted from `redcap_surveys_participants`:0
 Rows deleted from `redcap_surveys_emails`:0






	If needed, load a minimal set of data to get research identifiers
into REDCap. Use the redcap_records utility to load this data.

$ redcap_records --token=121212 --url=http://localhost:8998/redcap/api/ -i demographic_test_data.csv









On success the following text is returned:

{u'count': 5}


	Upload raw.txt file to REDCap using redi_B

Note: You may want to increase the number of requests allowed for
processing before proceeding with data upload.

Open the address "localhost:8998" using your browser

Login to REDCap and then click on "Control Center" tab

Click on the "Security & Authentication Configuration" link on the left menu

Find and adjust the "Rate Limiter" field to something like 60000


$ python ../redi/redi.py









If the output from the command above produces an exception then check if
your IP was not banned due to numerous requests sent (@see related code
in Config/init_functions.php: checkBannedIp() and storeHashedIp())

select * from redcap_ip_banned where ip = '10.0.2.2';
+----------+---------------------+
| ip       | time_of_ban         |
+----------+---------------------+
| 10.0.2.2 | 2014-06-06 18:59:25 |
+----------+---------------------+





To fix this, use these SQL commands:

update redcap_config set value = 600000 where field_name = 'page_hit_threshold_per_minute';
delete from redcap_ip_banned;





If the token is invalid the following error is returned:

Cannot connect to project at http://localhost:8998/redcap/api/ with token 121212


	Download relevant forms from REDCap using a command like:

$ redcap_records --token=121212 --url=http://localhost:8998/redcap/api/ -f "demgraphics chemistry" > output_B.csv









If you have a lot of forms, the output comparison is easier if you
export the forms separately like this:

#!/bin/bash

batch=$1
forms="demographics chemistry cbc inr hcv_rna_results"
if [ ! -e $batch ]; then
    mkdir $batch
fi

for form in $forms
    do
      redcap_records --token=121212 --url=http://localhost:8998/redcap/api/ --forms=$form > $batch/$form.csv
    done





Later do the diff like this:

diff -ur a/ b/






	At this point we have gathered the output from the release candidate
software redi_B. If we there is reference output file available than
we can just compare the outputs:

$ diff -u output_A.csv output_B.csv







	If there is no reference output file available than we have to get a
previous version redi_A and generate it.

Erase the REDCap data first:

cd ../vagrant && vagrant ssh -c 'cd /vagrant/scripts && php redcapdbm.php -d 12'







	Obtain the reference version (redi_A) of redi software.

$ git clone git@repo_redi redi_old
$ cd redi_old && git checkout TAG_ID_OLD

$ git clone git@repo_config config
$ cd ../config && git checkout TAG_ID_OLD_CONFIG







	Repeat steps 8-10 with redi_A software with the only difference
being that the output file is changed to output_A.csv on step 10.



	Compare the files output_A.csv and output_B.csv to insure
there are no differences or expected differences are present:

$ diff -u output_A.csv output_B.csv









If no new behavior was introduced the output from the command above
should be an empty string.
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	Submodules
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Submodules




redi.batch module

Functions related to the RediBatch database


	
redi.batch.BATCH_STATUS_COMPLETED = 'Completed'

	@see #check_input_file()

The first time we run the app there is no SQLite file
where to store the md5 sums of the input file.
This function creates an empty RediBatch in the SQLite
file specified as db_path

@return True if the database file was properly created with an empty table






	
redi.batch.add_batch_entry(db_path, md5)[source]

	Inserts a row into RediBatch table
@see #check_input_file()
Parameters
———-
db_path : string


The SQLite database file name



	md5 : string

	The md5 sum to be inserted

	create_time : string

	The batch start time








	
redi.batch.check_input_file(batch_warning_days, db_path, email_settings, raw_xml_file, project, start_time)[source]

	




	
redi.batch.create_empty_md5_database(db_path)[source]

	




	
redi.batch.create_empty_table(db_path)[source]

	




	
redi.batch.dict_factory(cursor, row)[source]

	




	
redi.batch.get_batch_by_id(db_path, batch_id)[source]

	




	
redi.batch.get_days_since_today(date_string)[source]

	@return the number of days passed since the specified date






	
redi.batch.get_db_friendly_date()[source]

	@return string in format: 2014-06-24






	
redi.batch.get_db_friendly_date_time()[source]

	@return string in format: “2014-06-24 01:23:24”






	
redi.batch.get_last_batch(db_path)[source]

	




	
redi.batch.get_md5_input_file(input_file)[source]

	@see #check_input_file()
@see https://docs.python.org/2/library/hashlib.html
@see https://docs.python.org/2/library/sqlite3.html#sqlite3.Connection.row_factory

Returns the md5 sum for the redi input file






	
redi.batch.printxml(tree)[source]

	Helper function for debugging xml content






	
redi.batch.update_batch_entry(db_path, id, status, start_time, end_time)[source]

	Update the status and the start/end time of a specified batch entry
Return True if update succeeded, False otherwise

db_path : string
id : integer
status : string
start_time : datetime string
end_time : datetime string








redi.form module


	
class redi.form.Event(etree_node)[source]

	Bases: object


	
field(name)

	




	
fields()

	




	
form_name

	




	
is_empty()

	




	
name

	




	
study_id

	








	
class redi.form.Field(etree_node)[source]

	Bases: object


	
clear_value()

	




	
name

	




	
value

	








	
class redi.form.Form(data)[source]

	Bases: object


	
events()

	










redi.redi module

redi.py - Converter from raw clinical data in XML format to REDCap API data


	Usage:

	redi.py -h | –help
redi.py [-v] [-V] [-k] [-e] [-d] [-r] [-c=<path>] [-D=<datadir>] [-s] [-b]

	Options:

	-h –help                   Show this help message and exit
-v –verbose                Increase output verbosity [default:False]
-V –version                Show version number [default:False]
-k –keep                   Use this option to preserve the files


generated during execution [default:False]


-e –emrdata                Use this option to get EMR data [default:False]
-d –dryrun                 To execute redi.py in dry run state. This


is to be able to test each release by doing
a dry run, where the data is fetched and
processed but not transferred to the
production REDCap. Email is also not sent.
The processed data is stored as output
files under the “out” folder under project
root [default:False].



	-r –resume                 WARNING!!! Resumes the last run. This

	switch is for a specific case. Check the
documentation before using it. [default:False]



-c –config-path=<path>     Specify the path to the configuration directory
-D –datadir=<datadir>      Specify the path to the directory containing


project specific input and output data which
will help in running multiple simultaneous
instances of redi for different projects



	-s –skip-blanks            Skip blank events when sending data to REDCap

	[default:False]

	-b –bulk-send-blanks       Send blank events in bulk instead of

	individually [default:False]








	
class redi.redi.PersonFormEventsRepository(filename, logger=None)[source]

	Bases: object

Wrapper for the person-form-events XML file


	
delete()[source]

	




	
fetch()[source]

	




	
store(pfe_tree)[source]

	








	
class redi.redi.SentEvents(filename, writer=None, reader=None)[source]

	Bases: object

List of form events that have been sent to REDCap





	Parameters:	
	filename – file location

	writer – delegate called after an event has been marked sent

	reader – function to read previously sent events from disk










	
mark_sent(study_id_key, form_name, event_name)[source]

	




	
was_sent(study_id_key, form_name, event_name)[source]

	








	
redi.redi.add_elements_to_tree(data)[source]

	Add blank elements to fill out in ElementTree.

Add element to data ElementTree for timestamp, redcap form name, eventName,
formDateField, and formCompletedFieldName.





	Parameters:	data – the input ElementTree from the parsed raw XML file.










	
redi.redi.compress_data_using_study_form_date(data)[source]

	This function is removing duplicate results
which were recorded on same date but different times.
Warnings:



	we assume that the passed ElementTree is sorted



	
	we skip all “Canceled” results but we want to keep at least one

	so when all results are canceled we keep the first one







	the passed object is altered








@see #get_key_date()
@see #get_key_timestamp()
@see #sort_element_tree()

data: the ElementTree object that needs to be compressed
return: none






	
redi.redi.configure_logging(data_folder, verbose=False, when='D', interval=1, backup_count=31)[source]

	Configures the Logger






	
redi.redi.connect_to_redcap(email_settings, redcap_settings, dry_run=False)[source]

	




	
redi.redi.convert_component_id_to_loinc_code(data, component_to_loinc_code_xml_tree)[source]

	This function converts COMPONENT_ID in raw data to loinc_code based on the mapping provided in the xml file





	Parameters:	
	data – Raw data xml tree

	component_to_loinc_code_xml_tree – COMPONENT_ID to loinc_code mapping xml file tree.














	
redi.redi.convert_none_type_object_to_empty_string(my_object)[source]

	replace noneType objects with an empty string. Else return the object.






	
redi.redi.copy_data_to_person_form_event_tree(raw_data_tree, person_form_event_tree, form_events_tree)[source]

	This function copies data from the raw_data_tree to the person_form_event_tree





	Parameters:	
	raw_data_tree – This parameter holds raw data tree

	person_form_event_tree – This parameter holds person form event tree

	form_events_tree – This parameter holds form events tree














	
redi.redi.create_empty_event_tree_for_study(raw_data_tree, all_form_events_tree)[source]

	This function uses raw_data_tree and all_form_events_tree and creates
a person_form_event_tree for study





	Parameters:	
	raw_data_tree – This parameter holds raw data tree

	all_form_events_tree – This parameter holds all form events tree














	
redi.redi.create_empty_events_for_one_subject(form_events_tree, translation_table_tree)[source]

	




	
redi.redi.create_empty_events_for_one_subject_helper(form_events_file, translation_table_file)[source]

	This function creates new copies of the form_events_tree and translation_table_tree and calls create_empty_events_for_one_subject
:param form_events_file: This parameter holds the path of form_events file
:param translation_table_file: This parameter holds the path of translation_table file






	
redi.redi.get_db_path(batch_info_database, database_path)[source]

	




	
redi.redi.get_email_settings(settings)[source]

	Helper function for grouping email-related properties






	
redi.redi.get_key_date(ele)[source]

	Helper function for #compress_data_using_study_form_date()

elem: lxml.etree._Element object for which we build a key
returns the corresponding quadruple (study_id, form_name, loinc_code, date)






	
redi.redi.get_key_timestamp(ele)[source]

	Helper function for #sort_element_tree()
@see #compress_data_using_study_form_date()

elem: lxml.etree._Element object for which we build a key
returns the corresponding quadruple (study_id, form_name, timestamp)






	
redi.redi.get_redcap_settings(settings)[source]

	Helper function for grouping redcap connection properties






	
redi.redi.load_preproc(preprocessors, root='./')[source]

	Copied and modified version of load_rules function.
TODO: fix load_rules and load_prerules for better parallelism






	
redi.redi.load_rules(rules, root='./')[source]

	Load custom post-processing rules.

Rules should be added to the configuration file under a property called
“rules”, which has key-value pairs mapping a unique rule name to a Python
file. Each Python file intended to be used as a rules file should have a
run_rules() function which takes one argument.


	Example config.json:

	{ “rules”: { “my_rules”: “rules/my_rules.py” } }

	Example rules file:

	
	def run_rules(data):

	pass












	
redi.redi.main()[source]

	Data processing steps:


	parse raw XML to ElementTree: “data”



	call read-in function to load xml into ElementTree



	parse formEvents.xml to ElementTree



	call read-in function to load xml into ElementTree



	parse translationTable.xml to ElementTree



	call read-in function to load xml into ElementTree



	
	add element to data ElementTree for timestamp, redcap form name,

	eventName, formDateField, and formCompletedFieldName







	write out ElementTree as an XML file



	call read-in function to load xml into ElementTree



	update timestamp using collection_date and collection_time



	write redcapForm name to data ElementTree by a lookup of component ID in translationTable.xml



	sort data by: study_id, form name, then timestamp, ascending order



	write formDateField to data ElementTree via lookup of formName in formEvents.xml



	write formCompletedFieldName to data ElementTree via lookup of formName in formEvents.xml



	write eventName to data ElementTree via lookup of formName in formEvents.xml





Example:
<formName value=”chemistry”>


<event name=”1_arm_1” />


</formName>


	write the Final ElementTree to EAV








	
redi.redi.parse_form_events(form_events_file)[source]

	Parse the form_events file into an ElementTree





	Parameters:	form_events_file – the name of the input file (from the json configuration)


	Returns:	ElementTree










	
redi.redi.parse_raw_xml(raw_xml_file)[source]

	Generate an ElementTree from a raw XML file.





	Parameters:	raw_xml_file – the input file.


	Returns:	parsed XML data










	
redi.redi.parse_translation_table(translation_table_file)[source]

	Parse the translationTable.xml into an ElementTree





	Parameters:	translation_table_file – the name of the input file


	Returns:	ElementTree










	
redi.redi.read_config(config_file, configuration_directory, file_list)[source]

	Check if files mentioned in configuration files exist






	
redi.redi.replace_fields_in_raw_xml(data, fields_to_replace_xml)[source]

	replace_fields_in_raw_xml:
This function renames all fields which need renaming.Fields which need renaming are read from the xml file.
Parameters:


data: Raw data xml tree
fields_to_replace_xml: Path to xml file which has list of fields which need renaming.







	
redi.redi.research_id_to_redcap_id_converter(data, redcap_client, research_id_to_redcap_id, configuration_directory)[source]

	

	This function converts the research_id to redcap_id

	
	prepare a dictionary with [key, value] –> [study_id, redcap_id]



2. replace the element tree study_id with the new redcap_id’s
for each bad id, log it as warn.





Example of xml fragment produced:





	<subject lab_id=”999-0001”>

	<NAME>HEMOGLOBIN</NAME>
<loinc_code>1534435</loinc_code>
<RESULT>1234</RESULT>




	...

	<STUDY_ID>1</STUDY_ID> <!– originally this was “999-0001” –>



</subject>



	Note: The next function which reads the “data” tree

	is #create_empty_event_tree_for_study()











	
redi.redi.run_preproc(preprocessors, settings)[source]

	




	
redi.redi.run_rules(rules, person_form_event_tree_with_data)[source]

	




	
redi.redi.setStat(event, translation_table_dict, translation_table_status_field_text_list)[source]

	Ruchi Vivek Desai, May 13 2014
to assist the updateStatusFieldValueInPersonFormEventTree function






	
redi.redi.set_status_for(field_name, event, translation_table_dict)[source]

	Ruchi






	
redi.redi.sort_element_tree(data, data_folder)[source]

	Sort element tree based on three given indices.
@see #update_time_stamp()

Keyword argument: data
sorting is based on study_id, form name, then timestamp, ascending order






	
redi.redi.updateStatusFieldValueInPersonFormEventTree(person_form_event_tree, translational_table_tree)[source]

	Ruchi Vivek Desai, May 13 2014
This function updates the status field value with either NOT_DONE (value in the translation table)
or empty string based on certain conditions






	
redi.redi.update_data_from_lookup(data, element_to_set_in_data, index_element_in_data, lookup_data, element_to_find_in_lookup_data, index_element_in_lookup_data, value_in_lookup_data, undefined)[source]

	
	Update a single field in an element tree based on a lookup in another

	element tree







	Parameters:	
	data – an element tree with a field that needs to be set

	element_to_set_in_data – element that will be set

	index_element_in_data – element in data that wil be looked up
in lookup table where value of element to be set wil be found

	lookup_data – an element tree that contains, the lookup data

	element_to_find_in_lookup_data – parameter for the initial
findall in the lookup data

	index_element_in_lookup_data – the element in the lookup data
that will be the key in the lookup table

	value_in_lookup_data – element in the lookup data that provides
the value in the lookup table

	undefined – a string to be returned for all failed lookups in
the lookup table














	
redi.redi.update_event_name(data, lookup_data, undefined)[source]

	function to update eventName to data ElementTree via lookup of formName
in formEvents ElementTree






	
redi.redi.update_form_imported_field(data, lookup_data, undefined)[source]

	Update the formImportedFieldName value for all subjects






	
redi.redi.update_formcompletedfieldname(data, lookup_data, undefined)[source]

	function to update formCompletedFieldName in data ElementTree via
lookup of formName in formEvents ElementTree






	
redi.redi.update_formdatefield(data, form_events_tree)[source]

	Write formDateField to data ElementTree via lookup of
formName in form_events_tree ElementTree






	
redi.redi.update_recap_form_status(data, lookup_data, undefined)[source]

	Update the redcapStatusFieldName value to all subjects






	
redi.redi.update_redcap_field_name_value_and_units(data, lookup_data, undefined)[source]

	function to update redcapFieldNameValue and
redcapFieldNameUnits in data
ElementTree via lookup of redcapFieldNameValue and
redcapFieldNameUnits in
translation table tree






	
redi.redi.update_redcap_form(data, lookup_data, undefined)[source]

	Lookup component ID in translationTable to get the redcapFormName.
Write the redcapForm name to data
If component lookup fails, sets formName to undefinedForm






	
redi.redi.update_time_stamp(data, input_date_format, output_date_format)[source]

	Update timestamp using input and output data formats.
Warnings:



	we modify the data ElementTree

	we affect the sorting order of data elements @see #sort_element_tree()











	
redi.redi.validate_xml_file_and_extract_data(xmlfilename, xsdfilename)[source]

	This function is responsible for validating xml file against an xsd and to extract data from xml if validation succeeds





	Parameters:	
	xmlfilename – This parameter holds the path to the xml file

	xsdfilename – This parameter holds the path to the xsd file














	
redi.redi.verify_and_correct_collection_date(data, input_date_format)[source]

	




	
redi.redi.write_element_tree_to_file(element_tree, file_name)[source]

	Write an ElementTree to a file whose name is provided as an argument








redi.redi_lib module




redi.report module


	
class redi.report.ReportCourier[source]

	Bases: object


	
deliver(report)[source]

	








	
class redi.report.ReportCreator(report_file_path, project_name, redcap_uri, sort_by_lab_id, writer)[source]

	Bases: object


	
create_report(report_data, alert_summary, collection_date_summary_dict, duration_dict)[source]

	




	
format_seconds_as_string(seconds)[source]

	
	Convert seconds to a friendly strings

	3662  ==> ‘01:01:02’
89662 ==> ‘1 day, 0:54:22’




	seconds : integer

	The number of seconds to be converted








	
get_time_diff(end, start)[source]

	Get time difference in seconds from the two dates
Parameters
———-
end : string


The end timestamp



	start : string

	The start timestamp












	
class redi.report.ReportEmailSender(settings, logger)[source]

	Bases: redi.report.ReportCourier


	
deliver(report)[source]

	Deliver summary report as an email

:email_settings dictinary with email parameters
:html the actual report content










	
class redi.report.ReportFileWriter(output_file, logger)[source]

	Bases: redi.report.ReportCourier


	
deliver(report)[source]

	Deliver the summary report by writing it to a file
or logging it to the console if writing the file fails

:html_report_path the path where the report will be stored
:html the actual report content










	
redi.report.gen_ele(ele_name, ele_text)[source]

	Create an xml element with given name and content






	
redi.report.gen_subele(parent, subele_name, subele_text)[source]

	




	
redi.report.updateReportAlerts(root, alert_summary)[source]

	




	
redi.report.updateReportErrors(root, errors)[source]

	




	
redi.report.updateReportHeader(root, report_parameters)[source]

	Update the passed root element tree with date, project name and url






	
redi.report.updateReportSummary(root, report_data)[source]

	




	
redi.report.updateSubjectDetails(root, subject_details)[source]

	Helper method for #create_summary_report()
Adds subject information to the xml tree which is later formated
by redi/utils/report.xsl into the html table#subject_details”






	
redi.report.updateSummaryOfSpecimenTakenTimes(root, collection_date_summary_dict)[source]

	






redi.upload module

Functions related to uploading data to REDCap


	
redi.upload.create_import_data_json(import_data_dict, event_tree)[source]

	Convert data from event_tree to json format.

@TODO: evaluate performance
@see the caller {@link #redi.upload.generate_output()}





	Param:	import_data_dict: holds the event tree data


	Param:	event_tree: holds the event tree data


	Return type:	dict





:return the json version of the xml data






	
redi.upload.create_redcap_records(import_data)[source]

	Creates REDCap records from RED-I’s form data, AKA import data.

REDCap API only accepts records for importing. Records are differentiated by
their unique record ID, unless the REDCap Project is a Longitudinal study.
In that case, they are differentiated by a combination of record ID and an
event.

Since RED-I views the world in terms of forms, we have to project our
form-centric view into REDCap’s record-centric world. This is done by
combining all form data with the same Subject ID and Event Name into the
same record.





	Parameters:	import_data – iterable of 4-tuples: (study_id_key, form_name,
event_name, json_data_dict)


	Returns:	iterable of REDCap records ready for upload










	
redi.upload.generate_output(person_tree, redcap_client, rate_limit, sent_events, max_retry_count, skip_blanks=False, bulk_send_blanks=False)[source]

	Note: This function communicates with the redcap application.
Steps:



	loop for each person/form/event element

	generate a csv fragment using create_eav_output

	send csv fragment to REDCap using send_eav_data_to_redcap






@see the caller {@link #redi.redi._run()}





	Return type:	dictionary


	Returns:	the report_data which is passed to the report rendering function










	
redi.upload.handle_errors_in_redcap_xml_response(study_id, redcap_err, report_data)[source]

	Checks for any errors in the redcap response and update
report data if there are any errors.

redcap_err: RedcapError object
report_data: dictionary to which we store error details
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redi.utils package


Submodules




redi.utils.GetEmrData module

This module is used to connect to an sftp server
and retrieve the raw EMR file to be used as input for RED-I.


	
class redi.utils.GetEmrData.EmrFileAccessDetails(emr_sftp_project_name, emr_download_list, emr_host, emr_username, emr_password, emr_port, emr_private_key, emr_private_key_pass)[source]

	Bases: object

Encapsulate the settings used to retrieve the EMR
source file using an SFTP connection
@see redi#_run()






	
redi.utils.GetEmrData.cleanup(file_to_delete)[source]

	




	
redi.utils.GetEmrData.data_preprocessing(input_filename, output_filename)[source]

	




	
redi.utils.GetEmrData.download_files(destination, access_details)[source]

	Download a file from the sftp server
:destination the name of the file which will be downloaded
:access_details holds info for accessing the source file over sftp

@see get_emr_data()






	
redi.utils.GetEmrData.generate_xml(input_filename, output_filename)[source]

	




	
redi.utils.GetEmrData.get_emr_data(conf_dir, connection_details)[source]

	:conf_dir configuration directory name
:connection_details EmrFileAccessDetails object








redi.utils.SimpleConfigParser module

SimpleConfigParser

Simple configuration file parser: Python module to parse configuration files
without sections. Based on ConfigParser from the standard library.

Author: Philippe Lagadec

Project website: http://www.decalage.info/python/configparser

Inspired from an idea posted by Fredrik Lundh:
http://mail.python.org/pipermail/python-dev/2002-November/029987.html

Usage: see end of source code and http://docs.python.org/library/configparser.html


	
exception redi.utils.SimpleConfigParser.ConfigurationError[source]

	Bases: exceptions.Exception






	
class redi.utils.SimpleConfigParser.SimpleConfigParser(defaults=None, dict_type=<class 'collections.OrderedDict'>, allow_no_value=False)[source]

	Bases: ConfigParser.RawConfigParser

Simple configuration file parser: based on ConfigParser from the standard
library, slightly modified to parse configuration files without sections.

Inspired from an idea posted by Fredrik Lundh:
http://mail.python.org/pipermail/python-dev/2002-November/029987.html


	
check_parameters()

	handle required and default optional_parameters_dict






	
getoption(option)

	get the value of an option






	
getoptionslist()

	get a list of available options






	
hasoption(option)

	return True if an option is available, False otherwise.
(NOTE: do not confuse with the original has_option)






	
read(filename)

	




	
set_attributes()

	








	
redi.utils.SimpleConfigParser.to_bool(value)[source]

	Helper function for translating strings into booleans
@see test/TestReadConfig.py








redi.utils.csv2xml module


	
class redi.utils.csv2xml.Writer(ofile, args)[source]

	
	
write(text)

	




	
write_field(field, index)

	




	
write_file(data)

	




	
write_record(record)

	








	
redi.utils.csv2xml.cleanup_callback(option, opt, value, parser)[source]

	




	
redi.utils.csv2xml.field_subst_factory(newline)[source]

	




	
redi.utils.csv2xml.openio(filename, mode, encoding, newline=None)[source]

	




	
redi.utils.csv2xml.parse_cmdline()[source]

	




	
redi.utils.csv2xml.replace(text, s, r)[source]

	






redi.utils.rawxml module


	
class redi.utils.rawxml.RawXml(project, path)[source]

	Bases: object

This class is used to store details about the input file
@see redi.batch.check_input_file()


	
get_creation_time()[source]

	Get the OS creation time






	
get_info()[source]

	Return a string containing all details available about the xml file






	
get_last_modified_time()[source]

	Get the OS modification time






	
get_project()[source]

	










redi.utils.redcapClient module


	
class redi.utils.redcapClient.RedcapClient(redcap_uri, token, verify_ssl=True)[source]

	Bases: object

Client for a REDCap server.





	Parameters:	
	redcap_uri – URI for to REDCap server’s API

	token – API Token for a REDCap project.

	verify_ssl – verify the SSL certificate? (default: True)






	Raises:	
	RedcapError – if we failed to get the project’s metadata

	RequestException – if some other network-related failure occurs










	
get_data_from_redcap(records_to_fetch=None, events_to_fetch=None, fields_to_fetch=None, forms_to_fetch=None, return_format='xml')[source]

	Exports REDCap records.





	Parameters:	
	records_to_fetch (list or None) – if specified, only includes records in this
list. Otherwise, includes all records.

	events_to_fetch (list or None) – if specified, only includes events in this list.
Otherwise, includes all events.

	fields_to_fetch (list or None) – if specified, only includes fields in this list.
Otherwise, includes all fields

	forms_to_fetch (list or None) – if specified, only includes forms in this list.
Otherwise, includes all forms.

	return_format – specifies the format of the REDCap response
(default: xml)






	Returns:	response












	
send_data_to_redcap(data, max_retry_count, overwrite=False, retry_count=0)[source]

	Sends records to REDCap.





	Parameters:	
	of dict objects data (list) – records to send.

	overwrite (bool) – treat blank values as intentional?
(default: False) When sending a record, if a field is blank, by
default REDCap will not overwrite any existing value with a blank.






	Returns:	response




	Raises:	RedcapError – if failed to send records for any reason.








	:If MaxRetryError is caught, the function will try resending the same

	data for a maximum of max_retry_count times before exitting. For each
attempt the wait time before sending is (the_attempt_no * 6)














redi.utils.redi_email module


	
redi.utils.redi_email.add_attachment(msg, body)[source]

	Add the html report as attachment


	msg : MIMEMultipart

	The object to which we attach the body content

	body : string

	The html content to be attached








	
redi.utils.redi_email.send_email(host, port, sender, to_addr_list, cc_addr_list, subject, msg_body)[source]

	The email deliverer. Return True if the email was sent


	to_addr_list : list

	The recipients of the email








	
redi.utils.redi_email.send_email_data_import_completed(email_settings, body='')[source]

	Email the html report after redi completed the data transfer
Returns a dictionary, with one entry for each recipient that was refused


	email_settings : dict

	Email params produced by redi.get_email_settings()

	body : string

	The html content produced by transforming the xsl
generated by redi.create_summary_report()








	
redi.utils.redi_email.send_email_input_data_unchanged(email_settings, raw_xml)[source]

	Send a warning email to the redcap_support_receiver_email
if the input file did not change for more than batch_warning_days
Return True if the email was sent


	email_settings : dictionary

	The email delivery parameters

	raw_xml : RawXml instance

	The object storing details about the input file








	
redi.utils.redi_email.send_email_redcap_connection_error(email_settings, subject='', msg='')[source]

	Return True if the email was sent.
Notify the designated REDCap support person about problems
with reaching REDCap


	email_settings : dict

	The dictionary with smtp server parameters

	subject : str

	The email subject

	msg : str

	The content to be emailed










redi.utils.throttle module

Utility module for throttling calls to a function


	
class redi.utils.throttle.Throttle(function, max_calls, interval_in_seconds=60)[source]

	Bases: object

Limits the number of calls to a function to a given rate.

The rate limit is equal to the max_calls over the interval_in_seconds.





	Parameters:	
	function – function to call after throttling

	max_calls – maximum number of calls allowed

	interval_in_seconds – size of the sliding window
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  Source code for redi.redi

#!/usr/bin/env python

# Contributors:
# Christopher P. Barnes <senrabc@gmail.com>
# Andrei Sura: github.com/indera
# Mohan Das Katragadda <mohan.das142@gmail.com>
# Philip Chase <philipbchase@gmail.com>
# Ruchi Vivek Desai <ruchivdesai@gmail.com>
# Taeber Rapczak <taeber@ufl.edu>
# Nicholas Rejack <nrejack@ufl.edu>
# Josh Hanna <josh@hanna.io>
# Kevin Hanson <hansonks@gmail.com>
# Copyright (c) 2014-2015, University of Florida
# All rights reserved.
#
# Distributed under the BSD 3-Clause License
# For full text of the BSD 3-Clause License see
# http://opensource.org/licenses/BSD-3-Clause

"""
redi.py - Converter from raw clinical data in XML format to REDCap API data

Usage:
    redi.py -h | --help
    redi.py [-v] [-V] [-k] [-e] [-d] [-r] [-c=<path>] [-D=<datadir>] [-s] [-b]

Options:
    -h --help                   Show this help message and exit
    -v --verbose                Increase output verbosity [default:False]
    -V --version                Show version number [default:False]
    -k --keep                   Use this option to preserve the files
                                generated during execution [default:False]
    -e --emrdata                Use this option to get EMR data [default:False]
    -d --dryrun                 To execute redi.py in dry run state. This
                                is to be able to test each release by doing
                                a dry run, where the data is fetched and
                                processed but not transferred to the
                                production REDCap. Email is also not sent.
                                The processed data is stored as output
                                files under the "out" folder under project
                                root [default:False].
    -r --resume                 WARNING!!! Resumes the last run. This
                                switch is for a specific case. Check the
                                documentation before using it. [default:False]
    -c --config-path=<path>     Specify the path to the configuration directory
    -D --datadir=<datadir>      Specify the path to the directory containing
                                project specific input and output data which
                                will help in running multiple simultaneous
                                instances of redi for different projects
    -s --skip-blanks            Skip blank events when sending data to REDCap
                                [default:False]
    -b --bulk-send-blanks       Send blank events in bulk instead of
                                individually [default:False]
"""

__author__ = "University of Florida CTS-IT Team"
__version__ = "0.15.0"
__email__ = "ctsit@ctsi.ufl.edu"
__status__ = "Development"

import ast
import errno
import logging
from logging.handlers import TimedRotatingFileHandler
import math
import pickle
import time
from datetime import date, datetime, timedelta
from collections import defaultdict
from collections import Counter
import string
import xml.etree.ElementTree as ET
import sys
import imp
import os
import pkg_resources
import shutil
from pprint import pprint

from requests import RequestException
from lxml import etree
from docopt import docopt

import batch
import upload
import report
from utils import redi_email
from utils.redcapClient import RedcapClient
import utils.SimpleConfigParser as SimpleConfigParser
import utils.GetEmrData as GetEmrData
from utils.GetEmrData import EmrFileAccessDetails

#from memory_profiler import profile

# Command line default argument values
_person_form_events_service = None

translational_table_tree = None

DEFAULT_DATA_DIRECTORY = os.getcwd()


[docs]def main():
    """
    Data processing steps:

    - parse raw XML to ElementTree: "data"
    - call read-in function to load xml into ElementTree

    - parse formEvents.xml to ElementTree
    - call read-in function to load xml into ElementTree

    - parse translationTable.xml to ElementTree
    - call read-in function to load xml into ElementTree

    - add element to data ElementTree for timestamp, redcap form name,
        eventName, formDateField, and formCompletedFieldName
    - write out ElementTree as an XML file
    - call read-in function to load xml into ElementTree

    - update timestamp using collection_date and collection_time
    - write redcapForm name to data ElementTree by a lookup of component ID in translationTable.xml

    - sort data by: study_id, form name, then timestamp, ascending order
    - write formDateField to data ElementTree via lookup of formName in formEvents.xml

    - write formCompletedFieldName to data ElementTree via lookup of formName in formEvents.xml
    - write eventName to data ElementTree via lookup of formName in formEvents.xml

    Example:
    <formName value="chemistry">
        <event name="1_arm_1" />
    </formName>

    - write the Final ElementTree to EAV
    """


    # TODO: UPDATE COMMENT HERE
    global _person_form_events_service

    # obtaining command line arguments for path to configuration directory
    args = docopt(__doc__, help=True)

    data_directory = args['--datadir']
    if data_directory is None:
        data_directory = DEFAULT_DATA_DIRECTORY

    configuration_directory = args['--config-path']
    if configuration_directory is None:
        configuration_directory = os.path.join(data_directory, "config")

    do_keep_gen_files = args['--keep']
    get_emr_data = args['--emrdata']
    dry_run = args['--dryrun']

    # display version number and quit
    if args['--version']:
        print(__version__)
        print("redi - REDCap Electronic Data Importer")
        print("http://redi.readthedocs.org")
        sys.exit()

    # configure logger
    #TODO: make parameters configurable
    logger = configure_logging(data_directory, args['--verbose'], when='D', interval=1, backup_count=31)

    # Parsing the config file using a method from module SimpleConfigParser
    settings = SimpleConfigParser.SimpleConfigParser()
    config_file = os.path.join(configuration_directory, 'settings.ini')
    settings.read(config_file)
    # this method reduces the syntax
    settings.set_attributes()

    # creating temporary folder for storing files which may or may not
    # be retained (depending on the value of do_keep_gen_files)
    # When dry run state is on, the files are retained by default
    if dry_run and not do_keep_gen_files:
        do_keep_gen_files = True

    db_path = get_db_path(settings.batch_info_database, data_directory)

    output_files = os.path.join(data_directory, "data")
    _makedirs(output_files)

    # Check if files mentioned in the configuration file exist
    file_list = [
        settings.translation_table_file,
        settings.form_events_file,
        settings.research_id_to_redcap_id,
        settings.component_to_loinc_code_xml
    ]
    read_config(config_file, configuration_directory, file_list)

    _person_form_events_service = PersonFormEventsRepository(\
        os.path.join(output_files, 'person_form_event_tree_with_data.xml'),\
         logger)

    redcap_client = connect_to_redcap(get_email_settings(settings),
                                      get_redcap_settings(settings), dry_run)

    report_file_path = os.path.join(output_files,
                                    settings.report_file_path)

    report_creator = report.ReportCreator(report_file_path, settings.project,
                                          settings.redcap_uri,
                                          settings.is_sort_by_lab_id,
                                          write_element_tree_to_file)

    if settings.send_email:
        report_courier = report.ReportEmailSender(get_email_settings(settings), logger)
    else:
        report_courier = report.ReportFileWriter(os.path.join(output_files,
            settings.report_file_path2), logger)

    # This is the run that loads the data
    _run(config_file, configuration_directory, do_keep_gen_files, dry_run,
         get_emr_data, settings, output_files, db_path, redcap_client,
         report_courier, report_creator, args['--resume'],
         args['--skip-blanks'], args['--bulk-send-blanks'])


    # TODO: post processing will go here


[docs]def get_db_path(batch_info_database, database_path):
    if not os.path.exists(database_path):
        os.makedirs(database_path)

    db_path = os.path.join(database_path, batch_info_database)
    return db_path



def _makedirs(data_folder):
    # Like os.makedirs() but suppresses error if path already exists.
    try:
        os.makedirs(data_folder)
    except OSError as e:
        if e.errno != errno.EEXIST:
            raise e


def _delete_last_runs_data(data_folder):
    _person_form_events_service.delete()
    _remove(os.path.join(data_folder, 'alert_summary.obj'))
    _remove(os.path.join(data_folder, 'rule_errors.obj'))
    _remove(os.path.join(data_folder, 'collection_date_summary_dict.obj'))
    _remove(os.path.join(data_folder, 'sent_events.idx'))


def _remove(path):
    # Like os.remove() but suppresses error if path does not exist
    try:
        os.remove(path)
    except OSError as e:
        if e.errno != errno.ENOENT:
            raise e


def _fetch_run_data(data_folder):
    person_form_event_tree_with_data = _person_form_events_service.fetch()
    alert_summary = _load(os.path.join(data_folder, 'alert_summary.obj'))
    rule_errors = _load(os.path.join(data_folder, 'rule_errors.obj'))
    collection_date_summary_dict = _load(
        os.path.join(data_folder, 'collection_date_summary_dict.obj'))
    sent_events = SentEvents(os.path.join(data_folder, 'sent_events.idx'))
    bad_ids = _load(os.path.join(data_folder, 'bad_ids.obj'))
    return (alert_summary, person_form_event_tree_with_data, rule_errors, collection_date_summary_dict, sent_events, bad_ids)


def _load(path):
    with open(path, 'rb') as fp:
        return pickle.load(fp)


def _store_run_data(data_folder, alert_summary,
                    person_form_event_tree_with_data, rule_errors,
                    collection_date_summary_dict,
                    bad_ids):
    _person_form_events_service.store(person_form_event_tree_with_data)
    _save(alert_summary, os.path.join(data_folder, 'alert_summary.obj'))
    _save(rule_errors, os.path.join(data_folder, 'rule_errors.obj'))
    _save(collection_date_summary_dict,
          os.path.join(data_folder, 'collection_date_summary_dict.obj'))
    _save(bad_ids, os.path.join(data_folder, 'bad_ids.obj'))


def _save(obj, path):
    with open(path, 'wb') as fp:
        pickle.dump(obj, fp)


[docs]def connect_to_redcap(email_settings, redcap_settings, dry_run=False):
    try:
        return RedcapClient(redcap_settings['redcap_uri'],
                            redcap_settings['token'],
                            redcap_settings['verify_ssl'])
    except RequestException as error:
        logger.exception(error)

        if not dry_run:
            logger.info("Sending email to redcap support")
            redi_email.send_email_redcap_connection_error(email_settings)
        sys.exit()



def _run(config_file, configuration_directory, do_keep_gen_files, dry_run,
         get_emr_data, settings, data_folder, database_path, redcap_client,
         report_courier, report_creator, resume=False, skip_blanks=False,
         bulk_send_blanks=False):
    global translational_table_tree

    assert _person_form_events_service is not None

    # Getting EMR data
    if get_emr_data:
        connection_details = EmrFileAccessDetails(
            settings.emr_sftp_project_name,
            settings.emr_data_file,
            settings.emr_sftp_server_hostname,
            settings.emr_sftp_server_username,
            settings.emr_sftp_server_password,
            settings.emr_sftp_server_port,
            settings.emr_sftp_server_private_key,
            settings.emr_sftp_server_private_key_pass,
            )
        GetEmrData.get_emr_data(configuration_directory, connection_details)
    # load custom pre-processing filters
    pre_filters = load_preproc(settings.preprocessors, configuration_directory)
    # load custom post-processing rules
    rules = load_rules(settings.rules, configuration_directory)

    errors = run_preproc(pre_filters, settings)
    map(logger.warning, errors)

    raw_txt_file = os.path.join(configuration_directory, 'raw.txt')
    escaped_file = os.path.join(configuration_directory, 'rawEscaped.txt')
    raw_xml_file = os.path.join(configuration_directory, 'raw.xml')

    # TODO: make this able to run against a local file if desired
    # replace certain characters with escape sequences
    if get_emr_data:
        GetEmrData.data_preprocessing(raw_txt_file, escaped_file)
    if get_emr_data:
        # run csv2xml.py to generate data in xml format
        GetEmrData.generate_xml(escaped_file, raw_xml_file)
    if get_emr_data:
        # delete rawEscaped.txt
        GetEmrData.cleanup(escaped_file)


    raw_xml_file = os.path.join(configuration_directory, settings.raw_xml_file)
    email_settings = get_email_settings(settings)
    db_path = database_path
    # Insert/load batch row so we can set the `completed` status
    start_time = batch.get_db_friendly_date_time()
    current_batch = _check_input_file(db_path, email_settings, raw_xml_file,
                                  settings,start_time)

    form_events_file = os.path.join(configuration_directory,\
     settings.form_events_file)

    translation_table_file = os.path.join(configuration_directory, \
        settings.translation_table_file)

    if not resume:
        _delete_last_runs_data(data_folder)

        # TODO: Add preproc errors to report

        alert_summary, person_form_event_tree_with_data, rule_errors, \
        collection_date_summary_dict, bad_ids =\
        _create_person_form_event_tree_with_data(
            config_file, configuration_directory, redcap_client,
            form_events_file, raw_xml_file, rules, settings, data_folder,
            translation_table_file)

        _store_run_data(data_folder, alert_summary,
                        person_form_event_tree_with_data, rule_errors,
                        collection_date_summary_dict, bad_ids)

    (alert_summary, person_form_event_tree_with_data, rule_errors,
     collection_date_summary_dict, sent_events, bad_ids) = _fetch_run_data(data_folder)

    # Data will be sent to REDCap server and email will be sent only if
    # redi.py is not executing in dry run state.
    if not dry_run:
        all_form_events = person_form_event_tree_with_data.xpath("//event")

        # Reduce the specified rate by 5% to account for the overhead
        rate_limit_safe = max(1, \
                math.floor(0.90*int(settings.rate_limiter_value_in_redcap)))
        logger.info("Throttling requests at the rate of {} per minute" \
                .format(rate_limit_safe))

        # Use the new method to communicate with REDCap
        report_data = upload.generate_output(
            person_form_event_tree_with_data, redcap_client,
            rate_limit_safe, sent_events,
            int(settings.max_retry_count), skip_blanks, bulk_send_blanks)

        # Save the time it took to send data to REDCap
        done_time = batch.get_db_friendly_date_time()
        # Update the batch row
        batch.update_batch_entry(database_path,
                                    current_batch['rbID'],
                                    batch.BATCH_STATUS_COMPLETED,
                                    start_time,
                                    done_time)
        duration_dict = {
            'all' : {
                'start': start_time,
                'end': done_time,
            },
        }

        # write person_form_event_tree to file
        write_element_tree_to_file(person_form_event_tree_with_data,\
         os.path.join(data_folder, 'person_form_event_tree_with_data.xml'))
        if len(all_form_events) != len(sent_events):
            logger.warning(
                'Some of the events were not sent to the REDCap server. Please '
                "check the log file or {0}/sent_events.idx".format(data_folder))
        # Add any errors from running the rules to the report
        map(logger.warning, rule_errors)

        if settings.include_rule_errors_in_report:
            report_data['errors'].extend(rule_errors)

        # Add bad research ids to the report
        for bad_id in bad_ids.iteritems():
            bad_id_msg = "Research ID {} present in source data but not in "\
            "target REDCap".format(bad_id[0])
            report_data['errors'].append(bad_id_msg)

        # create summary report
        html_str = report_creator.create_report(
            report_data,
            alert_summary,
            collection_date_summary_dict,
            duration_dict)

        report_courier.deliver(html_str)

    if dry_run:
        logger.info("End of dry run. All output files are ready for review"\
        " in " + data_folder)

    if not do_keep_gen_files:
        shutil.rmtree(data_folder)


def _create_person_form_event_tree_with_data(
        config_file, configuration_directory, redcap_client, form_events_file,
        raw_xml_file, rules, settings, data_folder, translation_table_file):

    global translational_table_tree
    # parse the raw.xml file and fill the etree rawElementTree
    data = parse_raw_xml(raw_xml_file)

    # check if raw element tree is empty
    if not data:
        # raise an exception if empty
        raise Exception('data is empty')

    # add blank elements to each subject in data tree
    add_elements_to_tree(data)
    # replace fields in raw_xml
    if settings.replace_fields_in_raw_data_xml:
        replace_fields_in_raw_data_xml = os.path.join(\
            configuration_directory, settings.replace_fields_in_raw_data_xml)
        data = replace_fields_in_raw_xml(data, replace_fields_in_raw_data_xml)
    else:
        logger.warning("Parameter 'replace_fields_in_raw_data_xml' missing"\
        " in {0}. Fields will not be replaced".format(config_file))

    data, collection_date_summary_dict = \
    verify_and_correct_collection_date(data, settings.input_date_format)
    # write_element_tree_to_file(data, proj_root+'raw_with_proper_dates.xml')

    # Convert COMPONENT_ID to loinc_code in the raw data
    component_to_loinc_code_xml = os.path.join(configuration_directory, \
                                  settings.component_to_loinc_code_xml)
    component_to_loinc_code_xsd = pkg_resources.resource_filename(
        'redi', 'utils/component_id_to_loinc_code.xsd')
    component_to_loinc_code_xml_tree = validate_xml_file_and_extract_data \
        (component_to_loinc_code_xml, component_to_loinc_code_xsd)
    convert_component_id_to_loinc_code(data, component_to_loinc_code_xml_tree)
    # parse the formEvents.xml file and fill the etree 'form_events_file'
    form_events_tree = parse_form_events(form_events_file)
    forms = form_events_tree.findall("form/name")
    form_Completed_Field_Names = form_events_tree. \
        findall("form/formCompletedFieldName")
    form_data = {}
    for i in range(len(forms)):
        form_data[forms[i].text] = form_Completed_Field_Names[i].text

    # check if form element tree is empty
    if not form_events_tree:
        # raise an exception if empty
        raise Exception('form_events_tree is empty')
    write_element_tree_to_file(form_events_tree, os.path.join(data_folder,\
     'formData.xml'))
    # Create empty events for one subject and save it to the
    # all_form_events.xml
    all_form_events_per_subject = create_empty_events_for_one_subject_helper \
        (form_events_file, translation_table_file)
    write_element_tree_to_file(all_form_events_per_subject,\
     os.path.join(data_folder, 'all_form_events.xml'))
    # parse the translationTable.xml file and fill the
    # etree 'translation_table_file'
    translational_table_tree = parse_translation_table(translation_table_file)
    # check if translational table element tree is empty
    if not translational_table_tree:
        # raise an exception if empty
        raise Exception('translational_table_tree is empty')
    write_element_tree_to_file(translational_table_tree,\
     os.path.join(data_folder, 'translationalData.xml'))
    # update the timestamp for the global element tree
    update_time_stamp(data, settings.input_date_format, settings.output_date_format)
    # write back the changed global Element Tree
    write_element_tree_to_file(data, os.path.join(data_folder,\
     'rawData.xml'))
    # update the redcap form name
    update_redcap_form(data, translational_table_tree, 'undefined')
    # write the element tree
    write_element_tree_to_file(data, os.path.join(data_folder,\
     'rawDataWithFormName.xml'))
    # set all formImportedFieldName value to the value mapped from
    # formEvents.xml
    update_form_imported_field(data, form_events_tree, 'undefined')
    # output raw file to check it
    write_element_tree_to_file(
        data,
        os.path.join(data_folder, 'rawDataWithFormImported.xml'))
    # update the redcapStatusFieldName
    update_recap_form_status(data, translational_table_tree, 'undefined')
    # output raw file to check it
    write_element_tree_to_file(data, os.path.join(data_folder,\
     'rawDataWithFormStatus.xml'))
    # update formDateField
    update_formdatefield(data, form_events_tree)
    # write back the changed global Element Tree
    write_element_tree_to_file(data, os.path.join(data_folder,\
     'rawData.xml'))
    # update formCompletedFieldName
    update_formcompletedfieldname(data, form_events_tree, 'undefined')
    # write back the changed global Element Tree
    write_element_tree_to_file(
        data,
        os.path.join(data_folder, 'rawDataWithFormCompletedField.xml'))
    # update element that holds the name of the redcap field that will hold
    # the datum or value.
    # Also update the name of the redcap field that will hold the units
    update_redcap_field_name_value_and_units(data, translational_table_tree,
                                             'undefined')
    # write back the changed global Element Tree
    write_element_tree_to_file(
        data,
        os.path.join(data_folder, 'rawDataWithDatumAndUnitsFieldNames.xml'))
    # sort the data tree and compress
    sort_element_tree(data, data_folder)
    write_element_tree_to_file(data, os.path.join(data_folder, \
        'rawDataSortedAfterCompression.xml'))
    # update eventName element
    alert_summary = update_event_name(data, form_events_tree, 'undefined')
    # write back the changed global Element Tree
    write_element_tree_to_file(data, os.path.join(data_folder, \
        'rawDataWithAllUpdates.xml'))

    # Research ID - to - Redcap ID converter
    bad_ids = research_id_to_redcap_id_converter(
        data,
        redcap_client,
        settings.research_id_to_redcap_id,
        configuration_directory)

    person_form_event_tree = create_empty_event_tree_for_study(
        data,
        all_form_events_per_subject)
    # write person_form_event_tree to file
    write_element_tree_to_file(person_form_event_tree,
                               os.path.join(data_folder,\
                                'person_form_event_tree.xml'))
    # copy data to person form event tree
    person_form_event_tree_with_data = copy_data_to_person_form_event_tree \
        (data, person_form_event_tree, form_events_tree)
    # update status field in person form event tree
    updateStatusFieldValueInPersonFormEventTree \
        (person_form_event_tree_with_data, translational_table_tree)
    # write person form event tree with data (both regular fields\
    # and status fields) to file
    write_element_tree_to_file(
        person_form_event_tree_with_data,
        os.path.join(data_folder, 'person_form_event_tree_with_data.xml'))
    # run custom post-processing rules
    person_form_event_tree_with_data, rule_errors = run_rules(
        rules, person_form_event_tree_with_data)
    return alert_summary, person_form_event_tree_with_data, rule_errors, \
    collection_date_summary_dict, bad_ids


def _check_input_file(db_path, email_settings, raw_xml_file, settings,start_time):
    return batch.check_input_file(settings.batch_warning_days, db_path,
                                  email_settings, raw_xml_file,
                                  settings.project,start_time)



[docs]def read_config(config_file, configuration_directory, file_list):
    """
    Check if files mentioned in configuration files exist
    """
    for item in file_list:
        if not os.path.exists(os.path.join(configuration_directory, item)):
            logger.error("Required file '{0}' specified in {1} does not "\
                "exist in {2}. Please refer config-example/{3} for sample "\
                "contents of this file. Program will now terminate..."\
                .format(item, config_file, configuration_directory, item))
            sys.exit()


[docs]def parse_raw_xml(raw_xml_file):
    """
    Generate an ElementTree from a raw XML file.

    :param raw_xml_file: the input file.
    :return: parsed XML data
    """
    if not os.path.exists(raw_xml_file):
        raise Exception\
            ("Error: raw xml file not found at file not found at "
             + raw_xml_file)
    else:
        raw = open(raw_xml_file, 'r')
        logger.debug("Raw XML file contains {} lines." \
                .format(str(sum(1 for line in raw))))

    parser = etree.XMLParser(remove_comments = True)
    data = etree.parse(raw_xml_file, parser = parser)
    event_sum = len(data.findall(".//subject"))
    logger.debug(str(event_sum) + " total subject entries read into tree.")
    raw.close()
    logger.debug("Raw XML file closed.")
    return data



[docs]def parse_form_events(form_events_file):
    """
    Parse the form_events file into an ElementTree

    :param form_events_file: the name of the input file (from the json configuration)
    :return: ElementTree
    """
    if not os.path.exists(form_events_file):
        raise Exception("Error: form events file not found at "
                           + form_events_file)
    else:
        raw = open(form_events_file, 'r')
        logger.info("Form events file contains {} lines." \
                .format(str(sum(1 for line in raw))))

    data = etree.parse(form_events_file)
    event_sum = len(data.findall(".//event"))
    logger.debug(str(event_sum) + " total events read into tree.")
    raw.close()
    logger.debug("Form events file closed.")
    return data



[docs]def parse_translation_table(translation_table_file):
    """
    Parse the translationTable.xml into an ElementTree

    :param translation_table_file: the name of the input file
    :return: ElementTree
    """
    if not os.path.exists(translation_table_file):
        raise Exception("Error: translation table file not found at "
                           + translation_table_file)
    else:
        raw = open(translation_table_file, 'r')
        logger.info("Translation table file contains {} lines" \
                .format(str(sum(1 for line in raw))))
    data = etree.parse(translation_table_file)
    event_sum = len(data.findall(".//clinicalComponent"))
    logger.info(str(event_sum) + " total clinicalComponents read into tree.")
    raw.close()
    logger.info("Translation table file closed")
    return data



[docs]def add_elements_to_tree(data):
    """
    Add blank elements to fill out in ElementTree.

    Add element to data ElementTree for timestamp, redcap form name, eventName,
    formDateField, and formCompletedFieldName.

    :param data: the input ElementTree from the parsed raw XML file.
    """
    for element in data.iter('subject'):
        element.append(etree.Element("timestamp"))
        element.append(etree.Element("redcapFormName"))
        element.append(etree.Element("eventName"))
        element.append(etree.Element("formDateField"))
        element.append(etree.Element("formCompletedFieldName"))
        element.append(etree.Element("formImportedFieldName"))
        element.append(etree.Element("redcapFieldNameValue"))
        element.append(etree.Element("redcapFieldNameUnits"))
        element.append(etree.Element("redcapStatusFieldName"))



[docs]def update_recap_form_status(data, lookup_data, undefined):
    """Update the redcapStatusFieldName value to all subjects"""
    # make a dictionary of the relevant elements from the form_events
    element_to_set_in_data = 'redcapStatusFieldName'
    index_element_in_data = 'loinc_code'
    element_to_find_in_lookup_data = 'clinicalComponent'
    index_element_in_lookup_data = 'loinc_code'
    value_in_lookup_data = 'redcapStatusFieldName'

    update_data_from_lookup(
        data,
        element_to_set_in_data,
        index_element_in_data,
        lookup_data,
        element_to_find_in_lookup_data,
        index_element_in_lookup_data,
        value_in_lookup_data,
        undefined)



[docs]def update_form_imported_field(data, lookup_data, undefined):
    """Update the formImportedFieldName value for all subjects"""
    # make a dictionary of the relevant elements from the form_events
    element_to_set_in_data = 'formImportedFieldName'
    index_element_in_data = 'redcapFormName'
    element_to_find_in_lookup_data = 'form'
    index_element_in_lookup_data = 'name'
    value_in_lookup_data = 'formImportedFieldName'

    update_data_from_lookup(
        data,
        element_to_set_in_data,
        index_element_in_data,
        lookup_data,
        element_to_find_in_lookup_data,
        index_element_in_lookup_data,
        value_in_lookup_data,
        undefined)



[docs]def write_element_tree_to_file(element_tree, file_name):
    """Write an ElementTree to a file whose name is provided as an argument"""
    logger.debug('Writing ElementTree to %s', file_name)
    element_tree.write(
        file_name,
        encoding="us-ascii",
        xml_declaration=True,
        method="xml",
        pretty_print=True)



[docs]def update_time_stamp(data, input_date_format, output_date_format):
    """
    Update timestamp using input and output data formats.
    Warnings:
      - we modify the data ElementTree
      - we affect the sorting order of data elements @see #sort_element_tree()
    """
    logger.debug('Updating timestamp to ElementTree')
    for subject in data.iter('subject'):
        # New EMR field SPECIMN_TAKEN_TIME is used in place of Collection Date
        # and Collection Time
        specimn_taken_time = subject.find('DATE_TIME_STAMP').text

        if specimn_taken_time is not None:
            # Converting specimen taken time to redcap accepted time format
            # YYYY-MM-DD

            # construct struct_time structure from String
            # this will accurately pad each part of the time
            # Rule : generic input/output of date format
            temptime = time.strptime(specimn_taken_time, input_date_format)
            # convert struct into a string representation
            date_time = time.strftime(output_date_format, temptime)

            # write the dateTime to ElementTree
            subject.find('timestamp').text = format(date_time)



[docs]def update_redcap_form(data, lookup_data, undefined):
    """
    Lookup component ID in translationTable to get the redcapFormName.
    Write the redcapForm name to data
    If component lookup fails, sets formName to undefinedForm
    """
    # make a dictionary of the relevant elements from the form_events
    element_to_set_in_data = 'redcapFormName'
    index_element_in_data = 'loinc_code'
    element_to_find_in_lookup_data = 'clinicalComponent'
    index_element_in_lookup_data = 'loinc_code'
    value_in_lookup_data = 'redcapFormName'

    update_data_from_lookup(
        data,
        element_to_set_in_data,
        index_element_in_data,
        lookup_data,
        element_to_find_in_lookup_data,
        index_element_in_lookup_data,
        value_in_lookup_data,
        undefined)



[docs]def sort_element_tree(data, data_folder):
    """
    Sort element tree based on three given indices.
    @see #update_time_stamp()

    Keyword argument: data
    sorting is based on study_id, form name, then timestamp, ascending order
    """
    # this element holds the subjects that are being sorted
    container = data.getroot()
    container[:] = sorted(container, key=get_key_timestamp, reverse=False)

    #if logger.isEnabledFor(logging.DEBUG):
    logger.debug("sort_element_tree container:")
    #batch.printxml(container)

    # print sorted data before compression for reference
    write_element_tree_to_file(data, os.path.join(data_folder,
        "rawDataSortedBeforeCompression.xml"))

    compress_data_using_study_form_date(data)


    #batch.printxml(container)

#@profile
[docs]def compress_data_using_study_form_date(data):
    """
    This function is removing duplicate results
    which were recorded on same date but different times.
    Warnings:
        - we assume that the passed ElementTree is sorted
        - we skip all "Canceled" results but we want to keep at least one
            so when all results are canceled we keep the first one
        - the passed object is altered

    @see #get_key_date()
    @see #get_key_timestamp()
    @see #sort_element_tree()

    Parameters:
    -----------
    data: the ElementTree object that needs to be `compressed`
    return: none
    """
    data_root = data.getroot()
    buckets = dict()

    # first loop groups the results in buckets
    for subj in data_root.iter('subject'):
        study_id = subj.findtext('STUDY_ID')
        result = subj.findtext('ORD_VALUE')
        clean_result = '' if result is None else result.strip().lower()
        is_canceled = clean_result.startswith('cancel')

        # Because the data is sorted the first element
        # added to the dictionary is the one we keep
        key = get_key_date(subj)

        if key not in buckets:
            buckets[key] = {0: is_canceled}
        else:
            next_index = len(buckets[key])
            update = { next_index: is_canceled }
            buckets[key].update(update)

    #pprint(buckets)

    # second loop removes the 'CanceL(L)eD' results
    for subj in data_root.iter('subject'):
        result = subj.findtext('ORD_VALUE')
        clean_result = '' if result is None else result.strip().lower()
        is_canceled = clean_result.startswith('cancel')

        key = get_key_date(subj)
        key_debug = get_key_timestamp(subj)

        results_count = len(buckets[key])
        canceled_results_count = 0

        for bucket_data in buckets[key]:
            if buckets[key][bucket_data]:
                canceled_results_count += 1

        is_all_canceled = (results_count == canceled_results_count)
        # xpath "//subject[STUDY_ID[text() = '999'] and redcapFormName[text() = 'cbc'] and ...]/@id"

        if results_count > 1 and is_canceled and not is_all_canceled:
            # when there is more than one value in the `bucket`
            # we can skip invalid values
            #print("Remove duplicate result using key: {}".format(key_debug))
            logger.debug("Remove duplicate result using key: {}".format(key_debug))
            subj.getparent().remove(subj)

    filt = dict()

    # third loop filters out all results in a "bucket" except the first one
    for subj in data_root.iter('subject'):
        study_id = subj.findtext('STUDY_ID')
        result = subj.findtext('ORD_VALUE')
        timestamp = subj.findtext("DATE_TIME_STAMP")

        if not timestamp:
            # we can only compress if there is a valid timestamp
            continue

        # Because the data is sorted the first element
        # added to the dictionary is the one we keep
        key = get_key_date(subj)
        key_debug = get_key_timestamp(subj)

        if key in filt:
            logger.debug("Remove duplicate result using key: {}".format(key_debug))
            #print("Remove duplicate result using key: {}".format(key_debug))
            subj.getparent().remove(subj)
            #continue
        else:
           filt[key] = True


    #pprint(filt)


[docs]def get_key_timestamp(ele):
    """
    Helper function for #sort_element_tree()
    @see #compress_data_using_study_form_date()

    Parameters:
    -----------
    elem: lxml.etree._Element object for which we build a key
    returns the corresponding quadruple (study_id, form_name, timestamp)
    """

    #batch.printxml(ele)
    study_id    = ele.findtext("STUDY_ID")
    form_name   = ele.findtext('redcapFormName')
    timestamp   = ele.findtext("DATE_TIME_STAMP")
    return (study_id, form_name, timestamp)



[docs]def get_key_date(ele):
    """
    Helper function for #compress_data_using_study_form_date()

    Parameters:
    -----------
    elem: lxml.etree._Element object for which we build a key
    returns the corresponding quadruple (study_id, form_name, loinc_code, date)
    """

    #batch.printxml(ele)
    study_id    = ele.findtext("STUDY_ID")
    form_name   = ele.findtext('redcapFormName')
    loinc_code  = ele.findtext('loinc_code')
    timestamp   = ele.findtext("DATE_TIME_STAMP")
    # extract the date portion "2015-01-01" from "2015-01-01 00:00:00"
    date = timestamp.split(" ")[0]
    return (study_id, form_name, loinc_code, date)



[docs]def update_formdatefield(data, form_events_tree):
    """
    Write formDateField to data ElementTree via lookup of
    formName in form_events_tree ElementTree
    """

    logger.debug('updating the formDateField')
    # make a dictionary of the relevant elements from the translationTable
    form_event_root = form_events_tree.getroot()
    if form_event_root is None:
        raise Exception('Form Events tree is empty')

    form_events_dict = dict()
    for child in form_event_root.iter('form'):
        form_events_dict[child.find('name').text] = \
            child.find('formDateField').text
    # final element tree's root
    data_root = data.getroot()

    # iterate thru each subject
    for subject in data_root.iter('subject'):
        # get the value of formDateField for a given formName from
        # [redcapFormName, formDateField] dictionary
        form_name = subject.find('redcapFormName').text
        default_value = 'undefined'
        if form_name == default_value:
            subject.find('formDateField').text = default_value
            continue
        try:
            # fill the 'undefined' value if the formname is not found
            subject.find('formDateField').text = form_events_dict.get\
                (form_name, default_value)
        except KeyError:
            # print form_name
            #print('key not found')
            logger.error('formName is empty. so not updating formDateField')
            continue



[docs]def update_formcompletedfieldname(data, lookup_data, undefined):
    """function to update formCompletedFieldName in data ElementTree via
        lookup of formName in formEvents ElementTree

    """
    # make a dictionary of the relevant elements from the form_events
    element_to_set_in_data = 'formCompletedFieldName'
    index_element_in_data = 'redcapFormName'
    element_to_find_in_lookup_data = 'form'
    index_element_in_lookup_data = 'name'
    value_in_lookup_data = 'formCompletedFieldName'

    update_data_from_lookup(
        data,
        element_to_set_in_data,
        index_element_in_data,
        lookup_data,
        element_to_find_in_lookup_data,
        index_element_in_lookup_data,
        value_in_lookup_data,
        undefined)



[docs]def update_redcap_field_name_value_and_units(data, lookup_data, undefined):
    """function to update redcapFieldNameValue and
        redcapFieldNameUnits in data
        ElementTree via lookup of redcapFieldNameValue and
        redcapFieldNameUnits in
        translation table tree

    """
    # set redcapFieldNameValue
    element_to_set_in_data = 'redcapFieldNameValue'
    index_element_in_data = 'loinc_code'
    element_to_find_in_lookup_data = 'clinicalComponent'
    index_element_in_lookup_data = 'loinc_code'
    value_in_lookup_data = 'redcapFieldNameValue'

    update_data_from_lookup(
        data,
        element_to_set_in_data,
        index_element_in_data,
        lookup_data,
        element_to_find_in_lookup_data,
        index_element_in_lookup_data,
        value_in_lookup_data,
        undefined)

    # set redcapFieldNameUnits
    element_to_set_in_data = 'redcapFieldNameUnits'
    index_element_in_data = 'loinc_code'
    element_to_find_in_lookup_data = 'clinicalComponent'
    index_element_in_lookup_data = 'loinc_code'
    value_in_lookup_data = 'redcapFieldNameUnits'
    undefined = "redcapFieldNameUnitsUndefined"

    update_data_from_lookup(
        data,
        element_to_set_in_data,
        index_element_in_data,
        lookup_data,
        element_to_find_in_lookup_data,
        index_element_in_lookup_data,
        value_in_lookup_data,
        undefined)



[docs]def update_data_from_lookup(
        data,
        element_to_set_in_data,
        index_element_in_data,
        lookup_data,
        element_to_find_in_lookup_data,
        index_element_in_lookup_data,
        value_in_lookup_data,
        undefined):
    """Update a single field in an element tree based on a lookup in another
        element tree
    :param data: an element tree with a field that needs to be set
    :param element_to_set_in_data: element that will be set
    :param index_element_in_data: element in data that wil be looked up
            in lookup table where value of element to be set wil be found
    :param lookup_data: an element tree that contains, the lookup data
    :param element_to_find_in_lookup_data: parameter for the initial
            findall in the lookup data
    :param index_element_in_lookup_data: the element in the lookup data
            that will be the key in the lookup table
    :param value_in_lookup_data: element in the lookup data that provides
            the value in the lookup table
    :param undefined: a string to be returned for all failed lookups in
            the lookup table
    """

    # make a dictionary of the relevant elements from the lookup table
    root_of_lookup_data = lookup_data.getroot()
    lookup_table = dict()
    for child in root_of_lookup_data.findall(element_to_find_in_lookup_data):
        child_lookup_data = child.find(value_in_lookup_data)
        if child_lookup_data is not None:
            lookup_table[child.findtext(index_element_in_lookup_data)] = \
                child_lookup_data.text
    # Update the field value using the lookup_table we just created
    data_root = data.getroot()

    count = 0
    for child in data_root:
        # get the element text, but set a default value of undefined for
        # each look up failure
        key = child.findtext(index_element_in_data)
        new_element_text = lookup_table.get(key, undefined)
        element_to_set = child.find(element_to_set_in_data)
        element_to_set.text = new_element_text



[docs]def update_event_name(data, lookup_data, undefined):
    """function to update eventName to data ElementTree via lookup of formName
        in formEvents ElementTree

    """
    # make a dictionary of form_events
    element_to_find_in_lookup_data = 'form'
    index_element_in_lookup_data = 'name'
    list_element_in_lookup_data = 'event'
    root_of_lookup_data = lookup_data.getroot()
    lookup_table = defaultdict(list)

    for child in root_of_lookup_data.findall(element_to_find_in_lookup_data):
        key = child.find(index_element_in_lookup_data).text
        for grandchild in child.findall(list_element_in_lookup_data):
            lookup_table[key].append(grandchild.find('name').text)

    # Recurse over study records setting eventName on each record with
    # a defined form
    element_to_set_in_data = 'eventName'
    last_record_group = 'dummy'
    last_timestamp_group = 'dummy'
    event_index = 0
    lookup_table_length = 1
    old_form_name = 'dummy'
    distinct_value = Counter()

    # initialize the Maximum events alert
    max_event_alert = []
    # initialize the Multiple values for same key alert
    multiple_values_alert = []
    # sample alerts
    #max_event_alert.append('this is sample max event alert')
    #multiple_values_alert.append('this is sample multiple values alert')

    for subject in data.getroot():
        study_id = subject.findtext("STUDY_ID")
        form_name = subject.findtext("redcapFormName")
        timestamp = subject.findtext("timestamp")
        redcap_field_name_value = subject.findtext("redcapFieldNameValue")
        collection_time = subject.findtext("Collection_Time")

        element_to_set = subject.find(element_to_set_in_data)
        # if the form_name 'undefined, go to the next record!
        if form_name == 'undefined':
            # log something as info
            element_to_set.text = undefined
        elif timestamp == '':
            # Log this as bad data we are skipping
            logger.debug(
                "update_event_name: timestamp is missing.  Skipping form %s for subject %s",
                form_name,
                study_id)
        else:
            lookup_table_length = len(lookup_table[form_name])
            current_record_group = string.join([study_id, form_name], "_")
            current_timestamp_group = \
                string.join([study_id, form_name, timestamp], "_")
            if last_record_group != current_record_group:
                # Check that the event counter form the previous loop did not
                # exceed the size of the event list.  If it did we should
                # issue a warning

                if old_form_name is not "dummy" and \
                event_index > len(lookup_table[old_form_name]):
                    max_event_alert.append("Exceeded event list for record "\
                        "group with Subject ID.: " + last_study_id + " and "\
                        "Form Name: " + last_form_name + ". Event count "\
                        "of " + str(event_index) + " exceeds maximum of " + \
                        str(len(lookup_table[old_form_name])))
                    logger.warn('update_event_name: %s', max_event_alert)

                # reset the event counter so we can restart from the top
                # of the list. We have moved to a new group
                logger.debug("update_event_name: Move to new record group: %s",
                             current_record_group)
                logger.debug("update_event_name: Move to new record group: \
                        changing last_timestamp_group %s",
                             current_timestamp_group)

                last_record_group = current_record_group
                last_study_id = study_id
                last_form_name = form_name
                last_timestamp_group = current_timestamp_group
                event_index = 0
            if last_timestamp_group != current_timestamp_group:
                # move to the next event
                logger.debug("update_event_name: Move to next event: " +
                             current_timestamp_group)
                event_index += 1
                last_timestamp_group = current_timestamp_group
            else:
                pass
            # note which form we were on
            old_form_name = form_name
            # check that we have not exceeded the event count for this form.
            # If we have we must issue a warning
            if event_index < lookup_table_length:
                logger.debug("update_event_name: eventName: %s event_index: %s\
                redcapFieldName: %s current_timestamp_group: %s",
                             str(lookup_table[form_name][event_index]),
                             str(event_index),
                             redcap_field_name_value,
                             str(current_timestamp_group))
                element_to_set.text = lookup_table[form_name][event_index]

                # Increment a counter for each distinct value and test if
                # it is still distinct
                connector_string = "_"
                if study_id is None:
                    study_id = 'none'
                if form_name is None:
                    form_name = 'none'
                if redcap_field_name_value is None:
                    redcap_field_name_value = 'none'
                if timestamp is None:
                    timestamp = 'none'
                if collection_time is None:
                    collection_time = 'none'
                field_key = connector_string.join(
                    [study_id, form_name, redcap_field_name_value, timestamp, collection_time])
                # print field_key
                distinct_value[field_key] += 1
                if distinct_value[field_key] > 1:
                    logger.debug("update_event_name: multiple values \
                        found for field %s", field_key)
            else:
                element_to_set.text = undefined
                logger.debug("update_event_name: lookup_table_length exceeded.\
                  event_index: %s", str(event_index))
    return {
        'max_event_alert': max_event_alert,
        'multiple_values_alert': multiple_values_alert}



# @TODO: remove settings from signature
[docs]def research_id_to_redcap_id_converter(
        data, redcap_client, research_id_to_redcap_id, configuration_directory):
    """
    This function converts the research_id to redcap_id
     1. prepare a dictionary with [key, value] --> [study_id, redcap_id]
     2. replace the element tree study_id with the new redcap_id's
     for each bad id, log it as warn.

    Example of xml fragment produced:
<subject lab_id="999-0001">
    <NAME>HEMOGLOBIN</NAME>
    <loinc_code>1534435</loinc_code>
    <RESULT>1234</RESULT>
...
    <STUDY_ID>1</STUDY_ID> <!-- originally this was "999-0001" -->
</subject>

    Note: The next function which reads the "data" tree
        is #create_empty_event_tree_for_study()
    """
    # read each of the study_id's from the data etree
    study_id_recap_id_dict = {}

    # Configuration data from the mapping xml
    mapping_xml = os.path.join(configuration_directory,
     research_id_to_redcap_id)

    # read the field names from the research_id_to_redcap_id_map.xml
    # check for file existance
    if not os.path.exists(mapping_xml):
        raise Exception(
            "Error: research id to redcap id fieldname xml not found at " +
            mapping_xml)

    mapping_data = etree.parse(mapping_xml)
    root = mapping_data.getroot()
    redcap_id_field_name = root.findtext('redcap_id_field_name')
    research_id_field_name = root.findtext('research_id_field_name')

    if research_id_field_name is None or research_id_field_name == '':
        logger.error(
            'research_id_field_name tag in file %s is not present', mapping_xml)
        raise Exception(
            'research_id_field_name tag in file %s is not present', mapping_xml)

    if redcap_id_field_name is None or redcap_id_field_name == '':
        logger.error(
            'redcap_id_field_name tag in file %s is not present', mapping_xml)
        raise Exception(
            'redcap_id_field_name tag in file %s is not present', mapping_xml)

    # query the redcap for the response with redcap id's
    response = redcap_client.get_data_from_redcap(
        fields_to_fetch=[
            research_id_field_name,
            redcap_id_field_name])
    items = ET.fromstring(response)
    redcap_dict = {}
    # list of bad research ids that are not present in redcap list
    bad_ids = defaultdict(int)

    for item in items.findall('./item'):
        research_id = item.findtext(research_id_field_name)
        redcap_id = item.findtext(redcap_id_field_name)
        if research_id is not None and research_id != '':
            redcap_dict[research_id] = redcap_id

    for subject in data.iter('subject'):
        study_id = subject.findtext('STUDY_ID')

        # if the study id is not null populate the dictionary
        if study_id is not None and study_id != '' and study_id in redcap_dict:
            # if the study_id is in the dictionary then replace it by the redcap_id
            lab_id_ele = subject.find('STUDY_ID')

            # save the original subject id from the lab data as an attribute
            subject.set('lab_id', lab_id_ele.text)
            lab_id_ele.text = redcap_dict[study_id]
        elif study_id is not None and study_id != '' and study_id not in redcap_dict:
            # add the bad research id to list of bad ids
            bad_ids[study_id] += 1
            data.getroot().remove(subject)
        else:
            logger.error(
                'Error: research id to redcap id: study_id is invalid')

    for bad_id in bad_ids.iteritems():
        logger.warn('Bad research id %s found %s times', bad_id[0], bad_id[1])

    return bad_ids



[docs]def configure_logging(data_folder, verbose=False, when='D', interval=1, backup_count=31):
    """Configures the Logger"""

    # create logger for our application
    application_name = 'redi'
    root_logger = logging.getLogger()
    root_logger.setLevel(logging.DEBUG)
    global logger
    logger = logging.getLogger(application_name)

    #Set log level for requests module
    requests_log = logging.getLogger("requests")
    requests_log.setLevel(logging.WARNING)

    # create a console handler
    console_handler = logging.StreamHandler()
    console_handler.setLevel(logging.DEBUG if verbose else logging.INFO)
    console_handler.setFormatter(logging.Formatter('%(asctime)s - %(levelname)s - %(name)s - %(message)s'))
    root_logger.addHandler(console_handler)

    # make sure we can write to the log
    log_folder = os.path.join(data_folder, "log")
    _makedirs(log_folder)
    suffix = '_' + str(date.today())
    filename = os.path.join(log_folder, application_name + suffix + '.log')

    # create a file handler
    file_handler = None
    try:
        file_handler = TimedRotatingFileHandler(filename, when, interval, backup_count)
    except IOError:
        logger.exception('Could not open file for logging "%s"', filename)
        raise

    if file_handler:
        file_handler.setLevel(logging.DEBUG)
        file_handler.setFormatter(logging.Formatter('%(asctime)s - %(levelname)s - %(name)s - %(message)s'))
        #logger.info('Logging to the file: "%s"' % filename)
        root_logger.addHandler(file_handler)
    else:
        logger.warning('File logging has been disabled.')

    return logger



[docs]def create_empty_events_for_one_subject_helper(
        form_events_file,
        translation_table_file):
    """
    This function creates new copies of the form_events_tree and translation_table_tree and calls create_empty_events_for_one_subject
    :param form_events_file: This parameter holds the path of form_events file
    :param translation_table_file: This parameter holds the path of translation_table file
    """
    form_events_tree = parse_form_events(form_events_file)
    translation_table_tree = parse_translation_table(translation_table_file)
    return create_empty_events_for_one_subject(
        form_events_tree,
        translation_table_tree)



[docs]def create_empty_events_for_one_subject(
        form_events_tree,
        translation_table_tree):

    #logger.debug('Creating all form events template for one subject')

    root = etree.Element("all_form_events")
    form_event_root = form_events_tree.getroot()
    translation_table_root = translation_table_tree.getroot()
    if translation_table_root is None:
        raise Exception('translation table tree is empty')
    if form_event_root is None:
        raise Exception('Form Events tree is empty')

    translation_table_dict = {}

    for component in translation_table_root.iter('clinicalComponent'):
        translation_table_dict[component.find('redcapFormName').text] = set()

    for component in translation_table_root.iter('clinicalComponent'):
        form_name = component.find('redcapFormName').text
        if component.find('redcapFieldNameValue') is not None:
            translation_table_dict[form_name].add(
                component.find('redcapFieldNameValue').text)
        if component.find('redcapFieldNameUnits') is not None:
            translation_table_dict[form_name].add(
                component.find('redcapFieldNameUnits').text)
        if component.find('redcapStatusFieldName') is not None:
            translation_table_dict[form_name].add(
                component.find('redcapStatusFieldName').text)

    for form in form_event_root.iter('form'):
        for child in form:
            form_child = child.tag
            if form_child.startswith("form"):
                try:
                    if form_child != 'formCompletedFieldValue' and form_child != 'formImportedFieldValue':
                        translation_table_dict[
                            form.find('name').text].add(
                            child.text)
                except KeyError as e:
                    translation_table_dict[form.find('name').text] = set()
                    translation_table_dict[
                        form.find('name').text].add(
                        child.text)
                form.remove(child)
        all_fields = etree.Element("allfields")
        try:
            for field in translation_table_dict[form.find('name').text]:
                field_tag = etree.SubElement(all_fields, "field")
                name = etree.SubElement(field_tag, "name")
                name.text = field
                value = etree.SubElement(field_tag, "value")
        except KeyError as e:
            logger.exception('There are no fields in this form.')
            raise

        for child in form.iter('event'):
            status_element = etree.Element("status")
            status_element.text = 'unsent'
            child.append(status_element)
            child.insert(
                child.index(
                    child.find('status')) + 1,
                etree.XML(
                    etree.tostring(
                        all_fields,
                        method='html',
                        pretty_print=True)))
        etree.strip_tags(form, 'allfields')

        root.append(form)
    tree = etree.ElementTree(root)
    return tree


[docs]def create_empty_event_tree_for_study(raw_data_tree, all_form_events_tree):
    """
    This function uses raw_data_tree and all_form_events_tree and creates
    a person_form_event_tree for study

    :param raw_data_tree: This parameter holds raw data tree
    :param all_form_events_tree: This parameter holds all form events tree
    """
    logger.info('Creating all form events template for all subjects')

    pfe_element = etree.Element("person_form_event")
    raw_data_root = raw_data_tree.getroot()
    all_form_events_root = all_form_events_tree.getroot()
    if raw_data_root is None:
        raise Exception('Raw data tree is empty')
    if all_form_events_root is None:
        raise Exception('All form Events tree is empty')

    subjects_dict = {}

    # Collect the `study_id => lab_id` mappings
    for subject in raw_data_root.iter('subject'):
        study_id = subject.findtext('STUDY_ID')
        subjects_dict[study_id] = subject.attrib['lab_id']

    if not subjects_dict:
        raise Exception("There are no subjects in the raw data. " \
                "This can be caused by an incorrect input file or "\
                "by lack of enrollment data in the REDCap database." )

    for subject_id in subjects_dict.iterkeys():
        person = etree.Element("person")
        # Copy `lab_id` attribute from `subject` to `person` element
        person.set('lab_id', subjects_dict.get(subject_id))
        study_id = etree.SubElement(person, "study_id")
        study_id.text = subject_id
        person_index = person.index(person.find('study_id')) + 1

        # insert the pretty-fied form events
        pretty_form_events = etree.XML(
            etree.tostring(all_form_events_root, method='html', pretty_print=True))
        person.insert(person_index, pretty_form_events)
        pfe_element.append(person)

    return etree.ElementTree(pfe_element)


[docs]def setStat(
        event,
        translation_table_dict,
        translation_table_status_field_text_list):
    """
    Ruchi Vivek Desai, May 13 2014
    to assist the updateStatusFieldValueInPersonFormEventTree function
    """
    # iterates over all fields under event (passed as parameter) in source file
    for field in event.iter('field'):  # loop3
        value = field.find('value')
        if (value is not None and value.text is not None):
            #logging.info("text is missing")
            continue

        name = field.find('name')
        if (name is None):
            #logging.info("tag is missing")
            continue

        is_status_field = name.text in translation_table_status_field_text_list
        if (is_status_field):
            #logging.info("This tag needs to be skipped as it might stand for status")
            continue

        doesnt_have_status_field = name.text not in translation_table_dict or translation_table_dict[
            name.text][0] == ""
        if (doesnt_have_status_field):
            #logging.info( "This tag needs to be skipped as it might stand for form name")
            continue  # name could have been a redcap form name like cbc_lbdtc

        set_status_for(name, event, translation_table_dict)



[docs]def set_status_for(field_name, event, translation_table_dict):
    """
    Ruchi
    """
    for field in event.iter('field'):
        name = field.findtext('name', "")
        if (name == translation_table_dict[field_name.text][0]):
            value = field.find('value')
            value.text = translation_table_dict[field_name.text][1]
            return



[docs]def updateStatusFieldValueInPersonFormEventTree(
        person_form_event_tree,
        translational_table_tree):
    """
    Ruchi Vivek Desai, May 13 2014
    This function updates the status field value with either NOT_DONE (value in the translation table)
    or empty string based on certain conditions
    """
    # Get root of peron form event tree
    person_form_event__tree_root = person_form_event_tree.getroot()
    if (person_form_event__tree_root is None):
        # Log error: Person Form Event Tree is empty
        raise Exception('Person Form Event Tree is empty')

    else:
        # Get root of translation table
        translation_table_root = translational_table_tree.getroot()
        if (translation_table_root is None):
            # Log error: Translation Table Tree is empty
            raise Exception("Translation Table Tree is empty")
        else:
            # This list contains text values of redcapStatusFieldName, to avoid
            # searching for elements with this text later in setStat function
            translation_table_status_field_text_list = [
                x.text for x in translation_table_root.iter('redcapStatusFieldName') if x.text is not None]
            # Parse translation table and make a dictionary to store the person
            # form event tree fields along with their respective status field
            # info
            translation_table_dict = {}
            for clinical_component in translation_table_root:
                if (clinical_component is None):
                    continue
                else:
                    redcap_status_field_name = clinical_component.findtext(
                        "redcapStatusFieldName",
                        "")
                    redcap_status_field_value = clinical_component.findtext(
                        "redcapStatusFieldValue",
                        "")

                    # For every redcap_field other than redcapStatusFieldName,
                    # redcapFieldNameUnits, redcapFieldNameUnitsDescriptiveText,
                    # and redcapStatusFieldValue in this clinical_component add
                    # an entry, {redcap_field.text: [redcapStatusFieldName,
                    # redcapStatusFieldValue]} to translation_table_dict
                    for redcap_field in clinical_component:
                        if (redcap_field is None):
                            continue
                        elif (redcap_field.tag == "redcapFormName"
                                or redcap_field.tag == "redcapStatusFieldName"
                                or redcap_field.tag == "redcapStatusFieldValue"
                                or redcap_field.tag == "redcapFieldNameUnits"
                                or redcap_field.tag == "redcapFieldNameUnitsDescriptiveText"):
                            continue
                        elif (redcap_field.text in translation_table_dict):
                            continue
                        else:
                            translation_table_dict[
                                redcap_field.text] = [
                                redcap_status_field_name,
                                redcap_status_field_value]
                    # End of for redcap_field in clinical_component:
            # End of for clinical_component in translation_table_root:
        # At this point we have the dictionary for the translation table ready

        # For every event in person form event tree, get the text of 'value', which is a descendant of event (child of field), and add it to field_values
        # This checks if the event is completely blank or has some values. We
        # need to update the status field only if the event has some values
        for event in person_form_event__tree_root.iter('event'):
            field_values = ""
            if (event is None):
                continue
            else:
                for value in event.iter('value'):
                    if(value is None):
                        continue
                    elif (str(value.text) == "None"):
                        field_values += ""
                    else:
                        field_values += value.text
                # End of for value in event.iter('value'):
                if (field_values == ""):
                    continue
                else:
                    setStat(
                        event,
                        translation_table_dict,
                        translation_table_status_field_text_list)


        # Write the modified tree to an xml file as output
        # person_form_event_tree.write("op1.xml")


[docs]def copy_data_to_person_form_event_tree(
        raw_data_tree,
        person_form_event_tree,
        form_events_tree):
    """
    This function copies data from the raw_data_tree to the person_form_event_tree

    :param raw_data_tree: This parameter holds raw data tree
    :param person_form_event_tree: This parameter holds person form event tree
    :param form_events_tree: This parameter holds form events tree
    """
    logger.debug('Copying data to person form event tree')
    raw_data_root = raw_data_tree.getroot()
    person_form_event_tree_root = person_form_event_tree.getroot()
    form_event_root = form_events_tree.getroot()
    if raw_data_root is None:
        raise Exception('Raw data tree is empty')
    if person_form_event_tree_root is None:
        raise Exception('Person Form Event tree is empty')
    if form_event_root is None:
        raise Exception('Form Events tree is empty')

    for subject in raw_data_root.iter('subject'):
        eventName = subject.find("eventName").text
        if eventName:
            study_id_object = subject.find("STUDY_ID")
            formNameObject = subject.find("redcapFormName")
            fieldNameObject = subject.find("redcapFieldNameValue")
            fieldValueObject = subject.find("RESULT")
            dateFieldObject = subject.find("formDateField")
            dateValueObject = subject.find("timestamp")
            fieldUnitsNameObject = subject.find("redcapFieldNameUnits")
            fieldUnitsValueObject = subject.find("REFERENCE_UNIT")
            formCompletedField = subject.find("formCompletedFieldName")

            if study_id_object is None:
                raise Exception('Missing required field STUDY_ID')
            else:
                subject_id = study_id_object.text

            if formNameObject is None:
                raise Exception('Missing required field redcapFormName')
            else:
                formName = formNameObject.text
                if formName == 'undefined':
                    continue

            if fieldNameObject is None:
                raise Exception(
                    'Missing required field redcapFieldNameValue')
            else:
                redcapFieldName = fieldNameObject.text

            if fieldValueObject is None:
                raise Exception('Missing required field RESULT')
            else:
                redcapFieldValue = fieldValueObject.text

            if dateFieldObject is None:
                raise Exception('Missing required field formDateField')
            else:
                dateField = dateFieldObject.text

            if dateValueObject is None:
                raise Exception('Missing required field timestamp')
            else:
                dateValue = dateValueObject.text

            if fieldUnitsNameObject is None:
                raise Exception(
                    'Missing required field redcapFieldNameUnits')
            else:
                redcapFieldUnitsName = fieldUnitsNameObject.text

            if fieldUnitsValueObject is None:
                raise Exception('Missing required field REFERENCE_UNIT')
            else:
                redcapFieldUnitsValue = fieldUnitsValueObject.text

            form = person_form_event_tree_root.xpath(
                "person/study_id[.='" +
                subject_id +
                "']/../all_form_events/form/name[.='" +
                formName +
                "']")

            if len(form) < 1:
                raise Exception(
                    'Form named ' +
                    formName +
                    ' Not Found in person form event tree for subject ' +
                    subject_id)

            logger.debug(
                'copy_data_to_person_form_event_tree: ({}, {}, {}, {}, {}, {})'.format(
                    subject_id, formName, eventName, dateValue, redcapFieldName, redcapFieldUnitsName))

            # Copy the first three data fields into the PFE Tree
            path = "person/study_id[.='" + subject_id + "']/../all_form_events/form/name[.='" + \
                formName + "']/../event/name[.='" + eventName + "']/../field"
            fields = person_form_event_tree_root.xpath(path)
            fieldValues = ""

            for node in fields:
                if node.find("name").text == redcapFieldName:
                    node.find("value").text = redcapFieldValue
                    fieldValues = fieldValues + \
                        convert_none_type_object_to_empty_string(redcapFieldValue)
                    continue

                if node.find("name").text == dateField:
                    node.find("value").text = dateValue
                    fieldValues = fieldValues + \
                        convert_none_type_object_to_empty_string(dateValue)
                    continue

                if node.find("name").text == redcapFieldUnitsName:
                    node.find("value").text = redcapFieldUnitsValue
                    fieldValues = fieldValues + \
                        convert_none_type_object_to_empty_string(redcapFieldUnitsValue)
                    continue

            # If we had values in any of the first three fields, copy the
            # form_completed and imported fields
            if fieldValues:
                completedFieldValue = person_form_event_tree_root.xpath(
                    "person/study_id[.='" +
                    subject_id +
                    "']/../all_form_events/form/name[.='" +
                    formName +
                    "']/../event/name[.='" +
                    eventName +
                    "']/../field/name[.='" +
                    formCompletedField.text +
                    "']/../value")
                completedFieldValue[0].text = form_event_root.xpath(
                    "form/name[.='" + formName + "']/../formCompletedFieldValue")[0].text

                form_imported_field_name = subject.findtext("formImportedFieldName", default="")
                imported_field_value = person_form_event_tree_root.xpath(
                    "person/study_id[.='{subject_id}']/../"
                    "all_form_events/form/name[.='{form_name}']/../event/"
                    "name[.='{event_name}']/../field/"
                    "name[.='{form_imported_field_name}']/../value".format(
                        subject_id=subject_id,
                        form_name=formName,
                        event_name=eventName,
                        form_imported_field_name=form_imported_field_name))

                if imported_field_value:
                    try:
                        imported_field_value[0].text = form_event_root.xpath(
                            "form/name[.='" + formName + "']/../formImportedFieldValue")[0].text
                        assert imported_field_value[0].text
                    except (IndexError, AssertionError):
                        raise Exception('formImportedField not set properly in the person form event tree')

                if not completedFieldValue[0].text:
                    raise Exception(
                        'formCompletedField not set properly in the person form event tree')

    tree = etree.ElementTree(person_form_event_tree_root)
    return tree



[docs]def convert_none_type_object_to_empty_string(my_object):
    """
    replace noneType objects with an empty string. Else return the object.
    """
    return ('' if my_object is None else my_object)



[docs]def convert_component_id_to_loinc_code(data, component_to_loinc_code_xml_tree):
    """
    This function converts COMPONENT_ID in raw data to loinc_code based on the mapping provided in the xml file

    :param data: Raw data xml tree
    :param component_to_loinc_code_xml_tree: COMPONENT_ID to loinc_code mapping xml file tree.

    """
    component2loinc_root = component_to_loinc_code_xml_tree.getroot()
    if component2loinc_root is None:
        raise Exception('component_to_loinc_code_xml is empty')

    for component in component2loinc_root.iter('component'):
        source_name = component.findtext('source/name')
        source_value = component.findtext('source/value')
        target_name = component.findtext('target/name')
        target_value = component.findtext('target/value')
        if source_name and source_value and target_name:
            path = "subject/" + source_name + "[.='" + source_value + "']/.."
            subjects_to_change = data.xpath(path)
            if len(subjects_to_change) < 1:
                logger.debug(
                    'There are no matching sujects to modify in the Raw Data')
            for subject in subjects_to_change:
                new_target_element = etree.Element(target_name)
                new_target_element.text = target_value
                source_element = subject.find(source_name)
                subject.replace(source_element, new_target_element)
        else:
            raise Exception(
                "Elements source/name and Source/value are not present in the component_to_loinc_code xml")
    return data



[docs]def validate_xml_file_and_extract_data(xmlfilename, xsdfilename):
    """
    This function is responsible for validating xml file against an xsd and to extract data from xml if validation succeeds

    :param xmlfilename: This parameter holds the path to the xml file
    :param xsdfilename: This parameter holds the path to the xsd file
    """
    if not os.path.exists(xsdfilename):
        raise Exception("Error: " + xsdfilename + " xsd file not found at "
                           + xsdfilename)
    else:
        xsdfilehandle = open(xsdfilename, 'r')
        logger.debug(xmlfilename + " Xsd file read in. ")

    xsd_tree = etree.parse(xsdfilename)
    xsd = etree.XMLSchema(xsd_tree)

    if not os.path.exists(xmlfilename):
        raise Exception("Error: " + xmlfilename + " xml file not found at "
                           + xmlfilename)
    else:
        xmlfilehandle = open(xmlfilename, 'r')
        logger.info(" {} file contains {} lines." \
                .format(xmlfilename, str(sum(1 for line in xmlfilehandle))))

    xml = etree.parse(xmlfilename)
    if not xsd.validate(xml):
        raise Exception(
            "XSD Validation Failed for xml file %s and xsd file %s",
            xmlfilename,
            xsdfilename)
    return xml



[docs]def replace_fields_in_raw_xml(data, fields_to_replace_xml):
    """
    replace_fields_in_raw_xml:
    This function renames all fields which need renaming.Fields which need renaming are read from the xml file.
    Parameters:
        data: Raw data xml tree
        fields_to_replace_xml: Path to xml file which has list of fields which need renaming.

    """
    file_path = fields_to_replace_xml
    if not os.path.exists(file_path):
        raise Exception(
            "Error: " +
            fields_to_replace_xml +
            " xml file not found at " +
            fields_to_replace_xml)
    else:
        fields_to_replace_xml_handle = open(file_path, 'r')
        logger.info(fields_to_replace_xml + " Xml file read in. ")

    fields_to_replace_xml_tree = etree.parse(file_path)
    fields_to_replace_xml_tree_root = fields_to_replace_xml_tree.getroot()
    if fields_to_replace_xml_tree_root is None:
        raise Exception('replace_fields_in_raw_data.xml is empty')

    for field in fields_to_replace_xml_tree_root.iter('field'):
        source = field.findtext('source')
        target = field.findtext('target')
        for subject in data.iter('subject'):
            source_element = subject.find(source)
            if source_element is not None:
                new_target_element = etree.Element(target)
                new_target_element.text = source_element.text
                subject.replace(source_element, new_target_element)
    return data



[docs]def load_rules(rules, root='./'):
    """
    Load custom post-processing rules.

    Rules should be added to the configuration file under a property called
    "rules", which has key-value pairs mapping a unique rule name to a Python
    file. Each Python file intended to be used as a rules file should have a
    run_rules() function which takes one argument.

    Example config.json:
      { "rules": { "my_rules": "rules/my_rules.py" } }

    Example rules file:
      def run_rules(data):
        pass
    """
    if not rules:
        return {}

    loaded_rules = {}

    for (rule, path) in ast.literal_eval(rules).iteritems():
        module = None
        if os.path.exists(path):
            module = imp.load_source(rule, path)
        elif os.path.exists(os.path.join(root, path)):
            module = imp.load_source(rule, os.path.join(root, path))

        assert module is not None
        assert module.run_rules is not None

        loaded_rules[rule] = module

    logger.info("Loaded %s post-processing rule(s)" % len(loaded_rules))
    return loaded_rules



[docs]def load_preproc(preprocessors, root='./'):
    """
    Copied and modified version of load_rules function.
    TODO: fix load_rules and load_prerules for better parallelism

    """
    if not preprocessors:
        return {}

    loaded = {}

    for (preprocessor, path) in ast.literal_eval(preprocessors).iteritems():
        module = None
        if os.path.exists(path):
            module = imp.load_source(preprocessor, path)
        elif os.path.exists(os.path.join(root, path)):
            module = imp.load_source(preprocessor, os.path.join(root, path))

        assert module is not None
        assert module.run_processing is not None

        loaded[preprocessor] = module

    logger.info("Loaded {} pre-processing script{}".format(
        len(loaded), 's' if len(loaded) != 1 else 0))
    return loaded



[docs]def run_preproc(preprocessors, settings):

    # TODO figure out if this creates a sub process or not
    # TODO need to check for program exe3cution otherwise give error
    logger.info("Running preprocessing rules")
    errors = []

    # iterate through sorted list of preprocessors
    for preprocessor in sorted(preprocessors):
        # use original dict of preprocessors to get module name
        module = preprocessors[preprocessor]
        try:
            logger.info("Running preprocessing rule: %s %s", preprocessor, module)
            module.run_processing(settings, redi=sys.modules[__name__],
                                  logger=logging)
        except Exception as e:
            message_format = 'Error processing rule "{0}". {1}'
            if not hasattr(e, 'errors'):
                errors.append(message_format.format(preprocessor, e.message))
                continue
            for error in e.errors:
                errors.append(message_format.format(preprocessor, error))

    return errors


[docs]def run_rules(rules, person_form_event_tree_with_data):
    errors = []

    for (rule, module) in rules.iteritems():
        try:
            module.run_rules(person_form_event_tree_with_data)
        except Exception as e:
            message_format = 'Error processing rule "{0}". {1}'
            if not hasattr(e, 'errors'):
                errors.append(message_format.format(rule, e.message))
                continue
            for error in e.errors:
                errors.append(message_format.format(rule, error))

    return person_form_event_tree_with_data, errors



[docs]def verify_and_correct_collection_date(data, input_date_format):

    # this dictionary keeps a track of total specimen taken times and the
    # number of times specimen taken date is missing
    collection_date_summary_dict = {'total': 0, 'blank': 0}
    for subject in data.iter('subject'):
        study_id = subject.findtext('STUDY_ID')
        collection_date_summary_dict['total'] += 1
        collection_date_element = subject.find('DATE_TIME_STAMP')
        result_date_element = subject.find('RESULT_DATE')
        # If DATE_TIME_STAMP tag is present but it has no text (ie blank tag)
        # and if RESULT_DATE is present, then subtract 4 from RESULT_DATE and
        # assign that value to DATE_TIME_STAMP
        if collection_date_element is not None and \
        result_date_element is not None:
            if not collection_date_element.text:
                # subtract 4 days from result date and assign the value to
                # date_time_stamp
                result_date_object = datetime.strptime(
                    result_date_element.text, input_date_format) - \
                timedelta(days=4)
                collection_date_element.text = str(result_date_object)
                collection_date_summary_dict['blank'] += 1
            # else do nothing as DATE_TIME_STAMP does have a value

        # else if DATE_TIME_STAMP tag is not present, create a new tag by the
        # name DATE_TIME_STAMP and add this to the data ElementTree and assign
        # to it the value RESULT_DATE - 4
        elif collection_date_element is None and \
        result_date_element is not None:
            new_collection_date_element = etree.Element('DATE_TIME_STAMP')
            # subtract 4 days from result date and assign the value to
            # date_time_stamp
            result_date_object = datetime.strptime(
                result_date_element.text, input_date_format) - \
            timedelta(days=4)
            new_collection_date_element.text = str(result_date_object)
            subject.replace(result_date_element, new_collection_date_element)
            collection_date_summary_dict['blank'] += 1
            continue
        else:
            continue
        subject.remove(result_date_element)
    if collection_date_summary_dict['blank'] > 0:
        logger.debug("There were {0} out of {1} blank specimen taken times "\
            "in this run.".format(collection_date_summary_dict['blank'],
                collection_date_summary_dict['total']))
    return data, collection_date_summary_dict


[docs]def get_email_settings(settings):
    """
    Helper function for grouping email-related properties
    """
    email_settings = {}
    email_settings['smtp_host_for_outbound_mail'] = settings.smtp_host_for_outbound_mail
    email_settings['smtp_port_for_outbound_mail'] = settings.smtp_port_for_outbound_mail
    email_settings['redcap_support_sender_email'] = settings.redcap_support_sender_email
    email_settings['redcap_support_receiving_list'] = \
            settings.redcap_support_receiver_email.split() if settings.redcap_support_receiver_email else []
    email_settings['redcap_uri'] = settings.redcap_uri
    email_settings['batch_warning_days'] = settings.batch_warning_days
    email_settings['batch_report_sender_email'] = settings.sender_email
    email_settings['batch_report_receiving_list'] = \
            settings.receiver_email.split() if settings.receiver_email else []
    email_settings['site_name'] = settings.project
    return email_settings


[docs]def get_redcap_settings(settings):
    """
    Helper function for grouping redcap connection properties
    """
    redcap_settings = {}
    redcap_settings['redcap_uri'] = settings.redcap_uri
    redcap_settings['token'] = settings.token
    redcap_settings['rate_limiter_value_in_redcap'] = settings.rate_limiter_value_in_redcap
    redcap_settings['verify_ssl'] = settings.verify_ssl
    return redcap_settings



[docs]class PersonFormEventsRepository(object):
    """Wrapper for the person-form-events XML file"""
    def __init__(self, filename, logger=None):
        # simple test to catch obvious errors with a filename supplied
        self._filename = filename
        self._logger = logger

[docs]    def delete(self):
        try:
            os.remove(self._filename)
        except OSError:
            # It is okay that the file we wanted to delete does not exist
            pass


[docs]    def fetch(self):
        return etree.parse(self._filename)


[docs]    def store(self, pfe_tree):
        if self._logger:
            self._logger.debug('Writing ElementTree to %s', self._filename)
        pfe_tree.write(self._filename,
                       encoding="us-ascii",
                       xml_declaration=True,
                       method="xml",
                       pretty_print=True)




[docs]class SentEvents(object):
    """
    List of form events that have been sent to REDCap

    :param filename: file location
    :param writer: delegate called after an event has been marked sent
    :param reader: function to read previously sent events from disk
    """
    def __init__(self, filename, writer=None, reader=None):
        self.filename = filename
        self._persist = writer or self._append
        loader = reader or self._readall
        self.sent_events = loader(filename)

    def __len__(self):
        return len(self.sent_events)

[docs]    def mark_sent(self, study_id_key, form_name, event_name):
        form_event_key = study_id_key, form_name, event_name
        self.sent_events.append(form_event_key)
        self._persist(self.sent_events, self.filename)


[docs]    def was_sent(self, study_id_key, form_name, event_name):
        form_event_key = study_id_key, form_name, event_name
        return form_event_key in self.sent_events


    @staticmethod
    def _readall(filename):
        # Reads events as a list of tuples (default reader delegate)
        try:
            with open(filename, 'r') as fp:
                return [ast.literal_eval(line) for line in fp]
        except IOError:
            return []

    @staticmethod
    def _append(values, filename):
        # Appends the last value to the file (default handler of on_marked_sent)
        if not values:
            return

        with open(filename, 'a') as fp:
            fp.write(str(values[-1]))
            fp.write(os.linesep)



if __name__ == "__main__":
    main()
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  Source code for redi.report

# Contributors:
# Christopher P. Barnes <senrabc@gmail.com>
# Andrei Sura: github.com/indera
# Mohan Das Katragadda <mohan.das142@gmail.com>
# Philip Chase <philipbchase@gmail.com>
# Ruchi Vivek Desai <ruchivdesai@gmail.com>
# Taeber Rapczak <taeber@ufl.edu>
# Nicholas Rejack <nrejack@ufl.edu>
# Josh Hanna <josh@hanna.io>
# Copyright (c) 2014-2015, University of Florida
# All rights reserved.
#
# Distributed under the BSD 3-Clause License
# For full text of the BSD 3-Clause License see http://opensource.org/licenses/BSD-3-Clause

import abc
import time

import pkg_resources
from datetime import datetime, timedelta
from lxml import etree

from utils import redi_email

REDI_PACKAGE_NAME = 'redi'


[docs]class ReportCourier(object):
    @abc.abstractmethod
[docs]    def deliver(self, report):
        raise NotImplementedError()




[docs]class ReportFileWriter(ReportCourier):
    def __init__(self, output_file, logger):
        self._output_file = output_file
        self._logger = logger

[docs]    def deliver(self, report):
        """
        Deliver the summary report by writing it to a file
        or logging it to the console if writing the file fails

        :html_report_path the path where the report will be stored
        :html the actual report content
        """
        logger = self._logger
        html_report_path = self._output_file
        html = report

        problem_found = False
        try:
            report_file = open(html_report_path, 'w')
        except (IOError, OSError) as e:
            logger.exception('Could not open file: %s' % html_report_path)
            problem_found = True
        else:
            try:
                report_file.write(html)
                logger.info("==> You can review the summary report by opening: {}"\
                    " in your browser".format(html_report_path))
            except IOError:
                logger.exception('Could not write file: %s' % html_report_path)
                problem_found = True
            finally:
                report_file.close()
        if problem_found:
            logger.info("== Summary report ==" + html)




[docs]class ReportEmailSender(ReportCourier):
    def __init__(self, settings, logger):
        self._settings = settings
        self._logger = logger

[docs]    def deliver(self, report):
        """
        Deliver summary report as an email

        :email_settings dictinary with email parameters
        :html the actual report content
        """
        logger = self._logger
        email_settings = self._settings
        html = report
        # TODO: Replace this with a "backup_courier" constructor injection
        deliver_report_as_file = self.__backup_courier_wrapper()

        try:
            redi_email.send_email_data_import_completed(email_settings, html)
            logger.info("Summary report was emailed: parameter 'send_email = Y'")
        except Exception as e:
            logger.error("Unable to deliver the summary report due error: %s" % e)
            deliver_report_as_file("report.html", html)


    def __backup_courier_wrapper(self):
        # Needed for backwards-compatibility with the old
        # deliver_report_by_file() call from deliver_report_by_email()
        logger = self._logger

        def wrapper(filename, report):
            return ReportFileWriter(filename, logger).deliver(report)

        return wrapper



[docs]class ReportCreator(object):
    def __init__(self, report_file_path, project_name, redcap_uri,
                 sort_by_lab_id, writer):
        self._report_parameters = {
            'report_file_path': report_file_path,
            'project': project_name,
            'redcap_uri': redcap_uri,
            'is_sort_by_lab_id': sort_by_lab_id
        }
        self._writer = writer

[docs]    def create_report(self, report_data, alert_summary, collection_date_summary_dict, duration_dict):
        report_parameters = self._report_parameters
        write_element_tree_to_file = self._writer

        root = etree.Element("report")
        root.append(etree.Element("header"))
        root.append(etree.Element("summary"))
        root.append(etree.Element("alerts"))
        root.append(etree.Element("subjectsDetails"))
        root.append(etree.Element("errors"))
        root.append(etree.Element("summaryOfSpecimenTakenTimes"))
        updateReportHeader(root, report_parameters)
        updateReportSummary(root, report_data)
        updateSubjectDetails(root, report_data['subject_details'])
        updateReportAlerts(root, alert_summary)
        updateReportErrors(root, report_data['errors'])
        updateSummaryOfSpecimenTakenTimes(root, collection_date_summary_dict)

        # TODO: remove dependency on the order of the xml elements in the report
        sort_by_value = 'lab_id' if report_parameters['is_sort_by_lab_id'] else 'redcap_id'
        root.append(gen_ele("sort_details_by", sort_by_value))

        start = duration_dict['all']['start']
        end = duration_dict['all']['end']
        diff = self.get_time_diff(end, start)
        root.append(gen_ele('time_all_start', start[-8:]))
        root.append(gen_ele('time_all_end', end[-8:]))
        root.append(gen_ele('time_all_diff', self.format_seconds_as_string(diff)))

        tree = etree.ElementTree(root)
        write_element_tree_to_file(tree,report_parameters.get('report_file_path'))

        report_xsl = pkg_resources.resource_filename(REDI_PACKAGE_NAME,
                                                     'utils/report.xsl')
        xslt = etree.parse(report_xsl)
        transform = etree.XSLT(xslt)
        html_report = transform(tree)
        html_str = etree.tostring(html_report, method='html', pretty_print=True)

        return html_str


[docs]    def get_time_diff(self, end, start):
        """
        Get time difference in seconds from the two dates
        Parameters
        ----------
        end : string
            The end timestamp
        start : string
            The start timestamp
        """
        # sqlite: select strftime('%s', rbEndTime) - strftime('%s', rbStartTime) from RediBatch;
        fmt = '%Y-%m-%d %H:%M:%S'
        dt_end = datetime.strptime(end, fmt)
        dt_start = datetime.strptime(start, fmt)
        diff = (dt_end - dt_start).total_seconds()
        return diff



[docs]    def format_seconds_as_string(self,seconds):
        """
        Convert seconds to a friendly strings
            3662  ==> '01:01:02'
            89662 ==> '1 day, 0:54:22'
        Parameters
        ----------
        seconds : integer
            The number of seconds to be converted
        """
        return str(timedelta(seconds=seconds))




[docs]def updateReportHeader(root, report_parameters):
    """ Update the passed `root` element tree with date, project name and url"""
    header = root[0]
    project = etree.SubElement(header, "project")
    project.text = report_parameters.get('project')
    date = etree.SubElement(header, "date")
    date.text = time.strftime("%m/%d/%Y")
    redcapServerAddress = etree.SubElement(header, "redcapServerAddress")
    redcapServerAddress.text = report_parameters.get('redcap_uri')



[docs]def updateReportSummary(root, report_data):
    summary = root[1]
    subjectCount = etree.SubElement(summary, "subjectCount")
    subjectCount.text = str(report_data.get('total_subjects'))
    forms = etree.SubElement(summary, "forms")
    form_data = report_data['form_details']
    for k in sorted(form_data.keys()):
        form = etree.SubElement(forms, "form")
        name_element = etree.SubElement(form, "form_name")
        name_element.text = k
        count_element = etree.SubElement(form, "form_count")
        count_element.text = str(form_data.get(k))



[docs]def updateReportAlerts(root, alert_summary):
    alerts = root[2]
    too_many_forms = etree.SubElement(alerts, 'tooManyForms')
    too_many_values = etree.SubElement(alerts, 'tooManyValues')
    for event in alert_summary['max_event_alert']:
        event_alert = etree.SubElement(too_many_forms, 'eventAlert')
        msg = etree.SubElement(event_alert, 'message')
        msg.text = event
    for value in alert_summary['multiple_values_alert']:
        values_alert = etree.SubElement(too_many_values, 'valuesAlert')
        msg = etree.SubElement(values_alert, 'message')
        msg.text = value



[docs]def updateSubjectDetails(root, subject_details):
    """
    Helper method for #create_summary_report()
    Adds subject information to the xml tree which is later formated
    by `redi/utils/report.xsl` into the html `table#subject_details"`
    """
    subjectsDetails = root[3]
    for key in sorted(subject_details.keys()):
        subject = etree.SubElement(subjectsDetails, "subject")
        details = subject_details.get(key)
        subject.append(gen_ele("redcap_id", key))
        forms = etree.SubElement(subject, "forms")

        for k in sorted(details.keys()):
            if(k.endswith("_Forms")):
                form = etree.SubElement(forms, "form")
                name_element = etree.SubElement(form, "form_name")
                name_element.text = k
                count_element = etree.SubElement(form, "form_count")
                count_element.text = str(details.get(k))
            else:
                element = etree.SubElement(subject, k)
                element.text = str(details.get(k))



[docs]def updateReportErrors(root, errors):
    errorsRoot = root[4]
    for error in errors:
        errorElement = etree.SubElement(errorsRoot, "error")
        errorElement.text = str(error)



[docs]def updateSummaryOfSpecimenTakenTimes(root, collection_date_summary_dict):
    timeSummaryRoot = root[5]
    totalElement = etree.SubElement(timeSummaryRoot, "total")
    totalElement.text = str(collection_date_summary_dict['total'])
    blankElement = etree.SubElement(timeSummaryRoot, "blank")
    blankElement.text = str(collection_date_summary_dict['blank'])
    percentElement = etree.SubElement(timeSummaryRoot, "percent")
    percentElement.text = str((float(collection_date_summary_dict['blank'])/\
        collection_date_summary_dict['total'])*100)



[docs]def gen_ele(ele_name, ele_text):
    """ Create an xml element with given name and content """
    return etree.XML("<{}>{}</{}>".format(ele_name, ele_text, ele_name))



[docs]def gen_subele(parent, subele_name, subele_text):
    subele = etree.SubElement(parent, subele_name)
    subele.text = subele_text
    return subele
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# Contributors:
# Christopher P. Barnes <senrabc@gmail.com>
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# Taeber Rapczak <taeber@ufl.edu>
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# All rights reserved.
#
# Distributed under the BSD 3-Clause License
# For full text of the BSD 3-Clause License see http://opensource.org/licenses/BSD-3-Clause

"""
Functions related to the RediBatch database
"""

import datetime
import hashlib
import logging
import os
import sqlite3 as lite
import stat
import sys
import time

from lxml import etree

from utils import redi_email
from utils.rawxml import RawXml


logger = logging.getLogger(__name__)
logger.addHandler(logging.NullHandler())
BATCH_STATUS_STARTED = 'Started'
BATCH_STATUS_COMPLETED = 'Completed'

"""
@see #check_input_file()

The first time we run the app there is no SQLite file
where to store the md5 sums of the input file.
This function creates an empty RediBatch in the SQLite
file specified as `db_path`

@return True if the database file was properly created with an empty table
"""

[docs]def create_empty_md5_database(db_path) :
    if os.path.exists(db_path) :
        logger.warn('The file with name ' + db_path + ' already exists')
        #return

    try :
        logger.info('Opening the file:' + db_path)
        fresh_file = open(db_path, 'w')
        fresh_file.close()
        os.chmod(db_path, stat.S_IRUSR | stat.S_IWUSR)
        time.sleep(5)

    except IOError as e:
        logger.error("I/O error: " + e.strerror + ' for file: ' + db_path)
        return False
    success = create_empty_table(db_path)
    return success


"""
Helper for #create_empty_md5_database()
"""

[docs]def create_empty_table(db_path) :
    logger.info('exec create_empty_table')
    db = None
    try:
        db = lite.connect(db_path)
        cur = db.cursor()
        sql = """CREATE TABLE RediBatch (
    rbID INTEGER PRIMARY KEY AUTOINCREMENT,
    rbCreateTime DATETIME DEFAULT CURRENT_TIMESTAMP,
    rbStartTime DATETIME,
    rbEndTime DATETIME,
    rbStatus TEXT,
    rbMd5Sum TEXT NOT NULL
)
        """
        cur.execute(sql)

    except lite.Error as e:
        logger.error("SQLite error in create_empty_table(): " + e.args[0])
        return False
    finally:
        if db:
            db.close()
    logger.info('success create_empty_table')
    return True



"""
Use this function to set the `row_factory`
attribute of the database connection
"""


[docs]def dict_factory(cursor, row):
    d = {}
    for idx, col in enumerate(cursor.description):
        d[col[0]] = row[idx]
    return d


"""
@see bin/redi.py#main()
@return a dictionary representation of the batch row for the current run

Check the md5sum of the input file
    - if the sum *has changed* then continue the data processing and store a row
        in the SQLite database with `batch status= started/ completed`

    - if the sum *did not change* then check the config option `batch_warning_days`:
        - if       limit = -1       then continue execution (ignore the limit)
        - if days_passed > limit    then stop the process and email the `redi_admin`

"""


[docs]def check_input_file(batch_warning_days, db_path, email_settings, raw_xml_file, project, start_time):
    batch = None

    if not os.path.exists(db_path) :
        create_empty_md5_database(db_path)

    new_md5ive = get_md5_input_file(raw_xml_file)
    new_msg = 'Using SQLite file: %s to store input file: %s md5 sum: %s' % (
        db_path, raw_xml_file, new_md5ive)
    logger.info(new_msg)

    old_batch = get_last_batch(db_path)
    old_md5ive = None
    if old_batch:
        old_md5ive = old_batch['rbMd5Sum']
        logger.info('Old md5 sum for the input file is: ' + old_md5ive)
    else:
        # this is the first time the checksum feature is used
        logger.info(
            "There is no old md5 recorded yet for the input file. Continue data import...")
        batch = add_batch_entry(db_path, new_md5ive)
        record_msg = 'Added batch (rbID= %s, rbCreateTime= %s, rbMd5Sum= %s' % (
            batch['rbID'], batch['rbCreateTime'], batch['rbMd5Sum'])
        logger.info(record_msg)
        return batch

    if old_md5ive != new_md5ive:
        # the data has changed... insert a new batch entry
        batch = add_batch_entry(db_path, new_md5ive)
        record_msg = 'Added batch (rbID= %s, rbCreateTime= %s, rbMd5Sum= %s' % (
            batch['rbID'], batch['rbCreateTime'], batch['rbMd5Sum'])
        logger.info(record_msg)
        return batch
    else:
        days_since_today = get_days_since_today(old_batch['rbCreateTime'])
        # TODO: refactor code to use ConfigParser.RawConfigParser in order to
        # preserve data types

        if (days_since_today > int(batch_warning_days)):
            raw_xml = RawXml(project, raw_xml_file)
            msg_file_details = "\nXML file details: " + raw_xml.get_info()
            logger.info('Last import was started on: %s which is more than '\
                ' the limit of %s' % (old_batch['rbStartTime'], batch_warning_days))
            if (-1 == int(batch_warning_days)):
                msg_continue = """
                The configuration `batch_warning_days = -1` indicates that we want to continue
                execution even if the input file did not change
                """ + msg_file_details
                logger.info(msg_continue)
            else:

                msg_quit = "The input file did not change in the past: %s days." % days_since_today
                logger.critical(msg_quit + msg_file_details)
                redi_email.send_email_input_data_unchanged(email_settings, raw_xml)
                sys.exit()
        else:
            logger.info('Reusing md5 entry: ' + str(old_batch['rbID']))
    # return the old batch so we can update the status
    return old_batch




"""
Retrieve the row corresponding to the last REDI batch completed
"""


[docs]def get_last_batch(db_path):
    batch = None
    try:
        db = lite.connect(db_path)
        db.row_factory = dict_factory
        cur = db.cursor()
        sql = """
SELECT
    rbID, rbCreateTime, rbStartTime, rbEndTime, rbMd5Sum
FROM
    RediBatch
ORDER BY rbID DESC
LIMIT 1
"""
        cur.execute(sql)
        batch = cur.fetchone()

    except lite.Error as e:
        logger.error("SQLite error in get_last_batch() for file %s - %s" % (db_path, e.args[0]))
        return None
    finally:
        if db:
            db.close()

    return batch



[docs]def get_batch_by_id(db_path, batch_id):
    db = None
    """
    Retrieve the row corresponding to the specified primary key
    """
    try:
        db = lite.connect(db_path)
        db.row_factory = dict_factory
        cur = db.cursor()
        sql = """
SELECT
    rbID, rbCreateTime, rbStartTime, rbEndTime, rbMd5Sum
FROM
    RediBatch
WHERE
    rbID = ?
LIMIT 1
"""
        cur.execute(sql, (str(batch_id), ))
        batch = cur.fetchone()

    except lite.Error as e:
        logger.exception("SQLite error in get_batch_by_id(): %s:" % e.args[0])
        raise
        # sys.exit(1)
    finally:
        if db:
            db.close()

    return batch




[docs]def get_md5_input_file(input_file):
    """
    @see #check_input_file()
    @see https://docs.python.org/2/library/hashlib.html
    @see https://docs.python.org/2/library/sqlite3.html#sqlite3.Connection.row_factory

    Returns the md5 sum for the redi input file
    """
    if not os.path.exists(input_file):
        raise Exception('Input file not found at: ' + input_file)

    logger.info('Computing md5 sum for: ' + input_file)

    # open the file in binary mode
    f = open(input_file, 'rb')
    chunk_size = 2 ** 20
    md5 = hashlib.md5()

    # read the input file in 1MB pieces
    while True:
        chunk = f.read(chunk_size)
        if not chunk:
            break
        md5.update(chunk)

    return md5.hexdigest()



[docs]def add_batch_entry(db_path, md5):
    """
    Inserts a row into RediBatch table
    @see #check_input_file()
    Parameters
    ----------
    db_path : string
        The SQLite database file name
    md5 : string
        The md5 sum to be inserted
    create_time : string
        The batch start time
    """
    try:
        db = lite.connect(db_path)
        db.row_factory = dict_factory
        cur = db.cursor()
        sql = """
INSERT INTO RediBatch
    (rbCreateTime,rbStartTime, rbEndTime, rbStatus, rbMd5Sum)
VALUES
    ( ?, NULL, NULL, ?, ?)
"""
        create_time = get_db_friendly_date_time()
        cur.execute(sql, (create_time, BATCH_STATUS_STARTED, md5))
        rbID = cur.lastrowid
        db.commit()
        batch = get_batch_by_id(db_path, rbID)

    except lite.Error as e:
        logger.error("SQLite error in add_batch_entry() for file %s - %s" % (db_path, e.args[0]))
        return None
    finally:
        if db:
            db.close()

    return batch



[docs]def update_batch_entry(db_path, id, status, start_time, end_time):
    """
    Update the status and the start/end time of a specified batch entry
    Return True if update succeeded, False otherwise

    Parameters
    ----------
    db_path : string
    id : integer
    status : string
    start_time : datetime string
    end_time : datetime string
    """
    try:
        db = lite.connect(db_path)
        cur = db.cursor()
        sql = """
UPDATE
    RediBatch
SET
    rbStartTime = ?
    , rbEndTime = ?
    , rbStatus = ?
WHERE
    rbID = ?
"""

        cur.execute(sql, (start_time, end_time, status, id))
        db.commit()
        success = True
    except lite.Error as e:
        logger.exception("SQLite error in update_batch_entry(): %s:" % e.args[0])
        success = False
    finally:
        if db:
            db.close()

    return success



[docs]def get_db_friendly_date_time():
    """
    @return string in format: "2014-06-24 01:23:24"
    """
    return datetime.datetime.now().strftime('%Y-%m-%d %H:%M:%S')



[docs]def get_db_friendly_date():
    """
    @return string in format: 2014-06-24
    """
    return datetime.date.today()


[docs]def get_days_since_today(date_string):
    """
    @return the number of days passed since the specified date
    """
    num = None
    other = datetime.datetime.strptime(date_string, '%Y-%m-%d %H:%M:%S')
    now = datetime.datetime.now()
    delta = now - other
    return delta.days


[docs]def printxml(tree):
    """
    Helper function for debugging xml content
    """
    print etree.tostring(tree, pretty_print = True)
    return
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  Source code for redi.utils.SimpleConfigParser

#!/usr/bin/env python

# Contributors:
# Christopher P. Barnes <senrabc@gmail.com>
# Andrei Sura: github.com/indera
# Mohan Das Katragadda <mohan.das142@gmail.com>
# Philip Chase <philipbchase@gmail.com>
# Ruchi Vivek Desai <ruchivdesai@gmail.com>
# Taeber Rapczak <taeber@ufl.edu>
# Nicholas Rejack <nrejack@ufl.edu>
# Josh Hanna <josh@hanna.io>
# Copyright (c) 2015, University of Florida
# All rights reserved.
#
# Distributed under the BSD 3-Clause License
# For full text of the BSD 3-Clause License see http://opensource.org/licenses/BSD-3-Clause
"""
SimpleConfigParser

Simple configuration file parser: Python module to parse configuration files
without sections. Based on ConfigParser from the standard library.

Author: Philippe Lagadec

Project website: http://www.decalage.info/python/configparser

Inspired from an idea posted by Fredrik Lundh:
http://mail.python.org/pipermail/python-dev/2002-November/029987.html

Usage: see end of source code and http://docs.python.org/library/configparser.html
"""

__author__ = 'Philippe Lagadec'
__version__ = '0.02'

#--- LICENSE ------------------------------------------------------------------

# The SimpleConfigParser Python module is copyright (c) Philippe Lagadec 2009-2010
#
# By obtaining, using, and/or copying this software and/or its associated
# documentation, you agree that you have read, understood, and will comply with
# the following terms and conditions:
#
# Permission to use, copy, modify, and distribute this software and its
# associated documentation for any purpose and without fee is hereby granted,
# provided that the above copyright notice appears in all copies, and that both
# that copyright notice and this permission notice appear in supporting
# documentation, and that the name of the author not be used in advertising or
# publicity pertaining to distribution of the software without specific,
# written prior permission.
#
# THE AUTHOR DISCLAIMS ALL WARRANTIES WITH REGARD TO THIS SOFTWARE, INCLUDING
# ALL IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS. IN NO EVENT SHALL
# THE AUTHOR BE LIABLE FOR ANY SPECIAL, INDIRECT OR CONSEQUENTIAL DAMAGES OR
# ANY DAMAGES WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER
# IN AN ACTION OF CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF
# OR IN CONNECTION WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

#-------------------------------------------------------------------------
# CHANGELOG
# 2009-02-12 v0.01 PL: - initial version
# 2010-03-15 v0.02 PL: - updated tests and comments

#-------------------------------------------------------------------------
# TODO:
# - implement read() using the base class code

#=== IMPORTS ==================================================================

import ConfigParser
import StringIO
import logging
import os
import sys
logger = logging.getLogger(__name__)
logger.addHandler(logging.NullHandler())

#=== CONSTANTS ================================================================

# section name for options without section:
NOSECTION = 'NOSECTION'

DEFAULT_MESSAGE_NO_VALUE = "Required parameter '{0}' does not have a"\
                           " value in {1}."

DEFAULT_MESSAGE = "\nPlease set it with the appropriate value. Refer to "\
                  "config-example/settings.ini for assistance.\nProgram "\
                  "will now terminate..."

# Dictionary containing required file-related parameters along with custom
# message to be displayed in case of error
required_files_dict = {
    "raw_xml_file": "\nIt should specify the name of the file containing raw"\
    " data. ",
    "translation_table_file": "\nIt should specify the name of the required "\
    "xml file containing translation table. ",
    "form_events_file": "\nIt should specify the name of the required xml "\
    "file containing empty form events. ",
    "research_id_to_redcap_id": "\nIt should specify the name of the xml "\
    "file containing mapping of research ids to redcap ids. ",
    "component_to_loinc_code_xml": "\nIt should specify the name of the "\
    "required xml file  containing a mapping of clinical component ids to "\
    "loinc codes. "
}

required_server_parameters_list = [
    'redcap_uri',
    'token',
    'redcap_support_receiver_email',
    'smtp_host_for_outbound_mail',
    'smtp_port_for_outbound_mail',
    'emr_sftp_server_hostname',
    'emr_sftp_server_username',
    'emr_sftp_project_name',
    'emr_data_file']

# Dictionary containing optional parameters along with their default values
optional_parameters_dict = {
    "report_file_path": "report.xml",
    "input_date_format": "%Y-%m-%d %H:%M:%S",
    "output_date_format": "%Y-%m-%d",
    "report_file_path2": "report.html",
    "sender_email": "please-do-not-reply@example.com",
    "project": "DEFAULT_PROJECT",
    "rules": {},
    "preprocessors": {},
    "batch_warning_days": 13,
    "rate_limiter_value_in_redcap": 600,
    "batch_info_database": "redi.db",
    "send_email": 'N',
    "receiver_email": "test@example.com",
    "verify_ssl": True,
    "replace_fields_in_raw_data_xml": None,
    "include_rule_errors_in_report": False,
    "redcap_support_sender_email": 'please-do-not-reply@example.com',
    "emr_sftp_server_port": 22,
    "emr_sftp_server_password": None,
    "emr_sftp_server_private_key": None,
    "emr_sftp_server_private_key_pass": None,
    "is_sort_by_lab_id": True,
    "max_retry_count": 10,
}

[docs]class ConfigurationError(Exception):
    pass


#=== CLASSES ==================================================================

[docs]class SimpleConfigParser(ConfigParser.RawConfigParser):


    """
    Simple configuration file parser: based on ConfigParser from the standard
    library, slightly modified to parse configuration files without sections.

    Inspired from an idea posted by Fredrik Lundh:
    http://mail.python.org/pipermail/python-dev/2002-November/029987.html
    """

    def read(self, filename):
        if not os.path.exists(filename):
            logger.exception("Cannot find settings file: {0}. Program will "\
                             "now terminate...".format(filename))
            sys.exit()

        self.filename = filename
        text = open(filename).read()
        f = StringIO.StringIO("[%s]\n" % NOSECTION + text)
        self.readfp(f, filename)

    def getoption(self, option):
        'get the value of an option'
        opt_as_string = self.get(NOSECTION, option)
        try:
            # if the conversion to boolean fails we keep the string value
            opt_as_bool = to_bool(opt_as_string)
            return opt_as_bool
        except ValueError:
            pass
        return opt_as_string

    def getoptionslist(self):
        'get a list of available options'
        return self.options(NOSECTION)

    def hasoption(self, option):
        """
        return True if an option is available, False otherwise.
        (NOTE: do not confuse with the original has_option)
        """
        return self.has_option(NOSECTION, option)

    def set_attributes(self):
        # Check if configuration file is empty
        if not self.getoptionslist():
            message = "ERROR: Configuration file '{0}' is empty! Program "\
                      "will now terminate...".format(self.filename)
            logger.error(message)
            sys.exit()

        else:
            self.check_parameters()


    def check_parameters(self):
        """
        handle required and default optional_parameters_dict
        """
        # check for required file parameters
        # handled separately as these need a custom message to be displayed
        for option in required_files_dict:
            if not self.hasoption(option) or self.getoption(option) == "":
                message = DEFAULT_MESSAGE_NO_VALUE.format(option, \
                    self.filename) + required_files_dict[option] +\
                     DEFAULT_MESSAGE
                logger.error(message)
                sys.exit()
            else:
                setattr(self, option, self.getoption(option))

        # check for required server and emr parameters
        for option in required_server_parameters_list:
            if not self.hasoption(option) or self.getoption(option) == "":
                message = DEFAULT_MESSAGE_NO_VALUE.format(option, \
                    self.filename) + DEFAULT_MESSAGE
                logger.error(message)
                sys.exit()
            else:
                logger.debug("Setting required parameter {} = {} "\
                        .format(option, self.getoption(option)))
                setattr(self, option, self.getoption(option))

        # check for receiver email if send_email = 'Y'
        if self.hasoption('send_email') and self.getoption('send_email'):
            if not self.hasoption('receiver_email') or \
            self.getoption('receiver_email') == "":
                message = DEFAULT_MESSAGE_NO_VALUE.format(option, \
                    self.filename) + DEFAULT_MESSAGE
                logger.error(message)
                sys.exit()

        # set optional parameters with default values if missing
        for option in optional_parameters_dict:
            if not self.hasoption(option) or self.getoption(option) == "":
                logger.warn("Parameter '{0}' in {1} does not have"\
                " a value. Default value '{2}' applied.".format(option, \
                    self.filename, optional_parameters_dict[option]))
                setattr(self, option, optional_parameters_dict[option])
            else:
                setattr(self, option, self.getoption(option))

#=== End class ================================================================
[docs]def to_bool(value):
    """
    Helper function for translating strings into booleans
    @see test/TestReadConfig.py
    """
    valid = {
        'true':  True,  't': True,  '1': True,  'y' : True,
        'false': False, 'f': False, '0': False, 'n' : False
        }

    if not isinstance(value, str):
        raise ValueError('Cannot check boolean value. Not a string.')

    lower_value = value.lower()
    if lower_value in valid:
        return valid[lower_value]
    else:
        raise ValueError('Not a boolean string: "%s"' % value)


#=== MAIN =====================================================================

if __name__ == '__main__':
    # simple tests when launched as a script instead of imported as module:

    ##cp = ConfigParser.ConfigParser()
    # this raises an exception:
    # ConfigParser.MissingSectionHeaderError: File contains no section headers.
    # cp.read('config_without_section.ini')

    print 'SimpleConfigParser tests:'

    filename = 'sample_config_no_section.ini'
    cp = SimpleConfigParser()
    print 'Parsing %s...' % filename
    cp.read(filename)

    print 'Sections:', cp.sections()
    # print cp.items(NOSECTION)
    print 'getoptionslist():', cp.getoptionslist()
    for option in cp.getoptionslist():
        print "getoption('%s') = '%s'" % (option, cp.getoption(option))
    print "hasoption('wrongname') =", cp.hasoption('wrongname')

    print
    print "Print out options by attribute instead of recursing the list"
    cp.set_attributes()
    print cp.option1
    print cp.option2
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  Source code for redi.form

# Contributors:
# Christopher P. Barnes <senrabc@gmail.com>
# Andrei Sura: github.com/indera
# Mohan Das Katragadda <mohan.das142@gmail.com>
# Philip Chase <philipbchase@gmail.com>
# Ruchi Vivek Desai <ruchivdesai@gmail.com>
# Taeber Rapczak <taeber@ufl.edu>
# Nicholas Rejack <nrejack@ufl.edu>
# Josh Hanna <josh@hanna.io>
# Copyright (c) 2014-2015, University of Florida
# All rights reserved.
#
# Distributed under the BSD 3-Clause License
# For full text of the BSD 3-Clause License see http://opensource.org/licenses/BSD-3-Clause

__author__ = "Taeber Rapczak <taeber@ufl.edu>"


[docs]class Form(object):


    def __init__(self, data):
        try:
            data.xpath('.')
        except Exception as data_exception:
            print data_exception
            raise ValueError('"data" should be a valid lxml etree')

        self._tree = data

    def events(self):
        for node in self._tree.xpath("//event[.]"):
            yield Event(node)


[docs]class Event(object):


    def __init__(self, etree_node):
        try:
            etree_node.xpath('.')
        except Exception:
            print ValueError('"etree_node" should be a valid lxml node')
        self._node = etree_node

    def field(self, name):
        nodes = self._node.xpath(
            "./field[./name = $fieldName]",
            fieldName=name)
        nodecount = len(nodes)
        if nodecount == 1:
            return Field(nodes[0])
        elif nodecount == 0:
            return None
        else:
            raise Exception("Malformed XML: multiple fields with the name {0}".
                            format(name))

    def fields(self):
        for node in self._node.xpath("./field[.]"):
            yield Field(node)

    @property
    def name(self):
        return self._node.findtext('name')

    @property
    def study_id(self):
        form = self._node.getparent()
        all_form_events = form.getparent()
        person = all_form_events.getparent()
        return person.findtext('study_id', default='')

    @property
    def form_name(self):
        return self._node.getparent().findtext('name', '')

    def is_empty(self):
        return not self._node.xpath("./field/value/text() != ''")


[docs]class Field(object):


    def __init__(self, etree_node):
        try:
            etree_node.findtext('value')
        except Exception:
            print ValueError('"etree_node" should be a valid lxml node')
        self._node = etree_node

    @property
    def name(self):
        return self._node.findtext('name', default='')

    @property
    def value(self):
        return self._node.findtext('value', default='')

    @value.setter
    def value(self, value):
        self._node.find('value').text = value

    def clear_value(self):
        self.value = ''
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  Source code for redi.upload

# Contributors:
# Christopher P. Barnes <senrabc@gmail.com>
# Andrei Sura: github.com/indera
# Mohan Das Katragadda <mohan.das142@gmail.com>
# Philip Chase <philipbchase@gmail.com>
# Ruchi Vivek Desai <ruchivdesai@gmail.com>
# Taeber Rapczak <taeber@ufl.edu>
# Nicholas Rejack <nrejack@ufl.edu>
# Josh Hanna <josh@hanna.io>
# Copyright (c) 2014-2015, University of Florida
# All rights reserved.
#
# Distributed under the BSD 3-Clause License
# For full text of the BSD 3-Clause License see http://opensource.org/licenses/BSD-3-Clause

"""
Functions related to uploading data to REDCap
"""

import ast
import collections
import datetime
import logging
import os

from lxml import etree
from redcap import RedcapError

from utils import throttle

logger = logging.getLogger(__name__)
logger.addHandler(logging.NullHandler())


[docs]def create_import_data_json(import_data_dict, event_tree):
    """
    Convert data from event_tree to json format.

    @TODO: evaluate performance
    @see the caller {@link #redi.upload.generate_output()}

    :param: import_data_dict: holds the event tree data
    :param: event_tree: holds the event tree data
    :rtype: dict
    :return the json version of the xml data
    """

    root = event_tree

    event_name = root.find('name')
    if event_name is None or not event_name.text:
        raise Exception('Expected non-blank element event/name')

    import_data_dict['redcap_event_name'] = event_name.text

    event_field_value_list = root.xpath('//event/field/name')

    for name in event_field_value_list:
        if name.text is None:
            raise Exception(
                'Expected non-blank element event/field/name')

    # Match all fields to build a row for each
    event_field_list = root.xpath('field')
    contains_data = False

    for field in event_field_list:
        val = field.findtext('value', '')
        import_data_dict[field.findtext('name')] = val

        if val and not contains_data:
            contains_data = True

    return {'json_data': import_data_dict, 'contains_data': contains_data}



[docs]def create_redcap_records(import_data):
    """
    Creates REDCap records from RED-I's form data, AKA import data.

    REDCap API only accepts records for importing. Records are differentiated by
    their unique record ID, unless the REDCap Project is a Longitudinal study.
    In that case, they are differentiated by a combination of record ID and an
    event.

    Since RED-I views the world in terms of forms, we have to project our
    form-centric view into REDCap's record-centric world. This is done by
    combining all form data with the same Subject ID and Event Name into the
    same record.

    :param import_data: iterable of 4-tuples: (study_id_key, form_name,
        event_name, json_data_dict)
    :return: iterable of REDCap records ready for upload
    """
    records_by_subject_and_event = collections.defaultdict(dict)
    for subject_id_key, _, event_name, record in import_data:
        records_by_subject_and_event[subject_id_key, event_name].update(record)
    return records_by_subject_and_event.itervalues()



[docs]def generate_output(person_tree, redcap_client, rate_limit, sent_events,
    max_retry_count, skip_blanks=False, bulk_send_blanks=False):
    """
    Note: This function communicates with the redcap application.
    Steps:
        - loop for each person/form/event element
        - generate a csv fragment `using create_eav_output`
        - send csv fragment to REDCap using `send_eav_data_to_redcap`

    @see the caller {@link #redi.redi._run()}

    :rtype:     dictionary
    :return:    the report_data which is passed to the report rendering function
    """

    # the global dictionary to be returned
    report_data = {
        'errors': []
    }

    """
     For each person we keep a count for each form type:
        subject_details = array(
            'person_A' => array('form_1': 1, 'form_2': 10, ...
            'person_B' => array('form_1': 1, 'form_2': 10, ...
            ...
        )
    """
    subject_details = {}

    # For each form type we keep a global count
    form_details = {}

    # count how many `person` elements are parsed
    person_count = 0

    root = person_tree.getroot()
    persons = root.xpath('//person')

    upload_data = throttle.Throttle(redcap_client.send_data_to_redcap,
                                    int(rate_limit))

    blanks = []

    # main loop for each person
    for person in persons:
        time_begin = datetime.datetime.now()
        person_count += 1
        study_id = (person.xpath('study_id') or [None])[0]

        if study_id is None:
            raise Exception('Expected a valid value for study_id')

        # count how many csv fragments are created per person
        event_count = 0
        logger.info('Start sending data for study_id: %s' % study_id.text)

        forms = person.xpath('./all_form_events/form')

        # loop through the forms of one person
        for form in forms:
            form_name = form.xpath('name')[0].text
            form_key = 'Total_' + form_name + '_Forms'
            study_id_key = study_id.text

            # init dictionary for a new person in (study_id)
            if study_id_key not in subject_details:
                subject_details[study_id_key] = {}
                subject_details[study_id_key]['lab_id'] = person.get('lab_id')

            if not form_key in subject_details[study_id_key]:
                subject_details[study_id_key][form_key] = 0

            if form_key not in form_details:
                form_details[form_key] = 0

            logger.debug(
                'parsing study_id ' +
                study_id.text +
                ' form: ' +
                form_name)

            # loop through the events of one form
            for event in form.xpath('event'):
                event_name = event.findtext('name', '')
                assert event_name, "Missing name for form event"

                try:
                    import_dict = {
                        redcap_client.project.def_field: study_id.text}
                    import_dict = create_import_data_json(
                        import_dict,
                        event)
                    json_data_dict = import_dict['json_data']
                    contains_data = import_dict['contains_data']

                    if sent_events.was_sent(study_id_key, form_name, event_name):
                        logger.debug("Skipping previously sent " + event_name)
                        if contains_data:
                            # if no error_strings encountered update event counters
                            subject_details[study_id_key][form_key] += 1
                            form_details[form_key] += 1
                        continue

                    is_blank = not contains_data
                    if is_blank:
                        if skip_blanks:
                            # assume subsequent events for this form and subject
                            # are blank and simply move on to the next form by
                            # breaking out of the events-loop
                            break

                        if bulk_send_blanks:
                            blanks.append((study_id_key, form_name, event_name,
                                           json_data_dict))
                            continue

                    event_count += 1
                    if (0 == event_count % 50):
                        logger.info('Requests sent: %s' % (event_count))

                    # to speedup testing uncomment the following line
                    # if (0 == event_count % 2) : continue

                    try:
                        upload_data([json_data_dict], max_retry_count,
                            overwrite=True)
                        sent_events.mark_sent(study_id_key, form_name, event_name)
                        logger.debug("Sent " + event_name)
                        if contains_data:
                            # if no errors encountered update event counters
                            subject_details[study_id_key][form_key] += 1
                            form_details[form_key] += 1
                    except RedcapError as redcap_err:
                        handle_errors_in_redcap_xml_response(study_id, redcap_err, report_data)

                except Exception as e:
                    logger.error(e.message)
                    raise

        time_end = datetime.datetime.now()
        logger.info("Total execution time for study_id %s was %s" % (study_id_key, (time_end - time_begin)))
        logger.info("Total REDCap requests sent: %s \n" % (event_count))

    if blanks:
        logger.info("Sending blank forms in bulk...")
        records = list(create_redcap_records(blanks))

        try:
            response = upload_data(records, overwrite=True)
            for study_id_key, form_name, event_name, record in blanks:
                sent_events.mark_sent(study_id_key, form_name, event_name)
            logger.info("Sent {} blank form-events.".format(response['count']))

        except RedcapError as redcap_err:
            logger.error("Failed to send blank form-events.")
            handle_errors_in_redcap_xml_response(study_id, redcap_err, report_data)

    report_data.update({
        'total_subjects': person_count,
        'form_details': form_details,
        'subject_details': subject_details,
        'errors': report_data['errors']
    })

    logger.debug('report_data ' + repr(report_data))
    return report_data



[docs]def handle_errors_in_redcap_xml_response(study_id, redcap_err, report_data):
    """
    Checks for any errors in the redcap response and update
    report data if there are any errors.

    Parameters:
    -----------
    redcap_err: RedcapError object
    report_data: dictionary to which we store error details
    """

    # converting string to dictionary
    response = ast.literal_eval(str(redcap_err))
    logger.debug('handling response from the REDCap')

    if 'error' not in response:
        logger.warn("RedcapError does not contain the expected 'error' key: {}"
                .format(response))
        return

    if 'records' in response:
        records = response['records']

        for record in records:
            details = "(record: {}, field_name: {}, value: {}, message: {})" \
                    .format(
                            record['record'],
                            record['field_name'],
                            record['value'],
                            record['message'])
            error_string = "{}: {}".format(response['error'], details)
            report_data['errors'].append(error_string)
            logger.error("{}".format(error_string))

    elif 'fields' in response:
        fields = response['fields']
        details = "{}".format(fields)
        error_string = "{}: {}".format(response['error'], details)
        report_data['errors'].append(error_string)
        logger.error(error_string)

    else:
        err = "A RedcapError ocured for study_id: {}. " \
                "It contains an unexpected type of error: {}" \
                .format(study_id, response)
        logger.warn(err)
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# Contributors:
# Christopher P. Barnes <senrabc@gmail.com>
# Andrei Sura: github.com/indera
# Mohan Das Katragadda <mohan.das142@gmail.com>
# Philip Chase <philipbchase@gmail.com>
# Ruchi Vivek Desai <ruchivdesai@gmail.com>
# Taeber Rapczak <taeber@ufl.edu>
# Nicholas Rejack <nrejack@ufl.edu>
# Josh Hanna <josh@hanna.io>
# Copyright (c) 2015, University of Florida
# All rights reserved.
#
# Distributed under the BSD 3-Clause License
# For full text of the BSD 3-Clause License see http://opensource.org/licenses/BSD-3-Clause

import smtplib
from smtplib import SMTPException
from email.mime.text import MIMEText
from email.mime.multipart import MIMEMultipart
from email.MIMEBase import MIMEBase
from email import Encoders
from datetime import date
import logging

logger = logging.getLogger(__name__)
logger.addHandler(logging.NullHandler())

"""
This module groups together related functions for
sending emails.

Module unit test: test/TestRediEmail.py
"""

[docs]def send_email_redcap_connection_error(email_settings, subject='', msg=''):
    """
    Return True if the email was sent.
    Notify the designated `REDCap support` person about problems
    with reaching REDCap

    Parameters
    ----------
    email_settings : dict
        The dictionary with smtp server parameters
    subject : str
        The email subject
    msg : str
        The content to be emailed
    """

    sender = email_settings['redcap_support_sender_email']
    to_addr_list = email_settings['redcap_support_receiving_list']
    host = email_settings['smtp_host_for_outbound_mail']
    port = email_settings['smtp_port_for_outbound_mail']
    subject = 'Communication failure: Unable to reach REDCap instance'
    msg = 'A problem was encountered when connecting to the REDCap. Please investigate if REDCap is running.'

    logger.error('Exception: Unable to communicate with REDCap instance at: ' + email_settings['redcap_uri'])
    return send_email(host, str(port), sender, to_addr_list, None, subject, msg)


[docs]def send_email_input_data_unchanged(email_settings, raw_xml):
    """
    Send a warning email to the `redcap_support_receiver_email`
    if the input file did not change for more than `batch_warning_days`
    Return True if the email was sent

    Parameters
    ----------
    email_settings : dictionary
        The email delivery parameters
    raw_xml : RawXml instance
        The object storing details about the input file
    """
    sender = email_settings['redcap_support_sender_email']
    to_addr_list = email_settings['redcap_support_receiving_list']
    host = email_settings['smtp_host_for_outbound_mail']
    port = email_settings['smtp_port_for_outbound_mail']
    subject = "The data for '{0}' project did not change in more than {1} days.".format(raw_xml.get_project(), email_settings['batch_warning_days'])
    msg = """
Administrators,
    """ +  subject + """

Please check if the input xml file is in the proper location.
    """ + raw_xml.get_info()
    return send_email(host, str(port), sender, to_addr_list, None, subject, msg)



[docs]def add_attachment(msg, body):
    """
    Add the html report as attachment

    Parameters
    ----------
    msg : MIMEMultipart
        The object to which we attach the body content
    body : string
        The html content to be attached
    """
    part = MIMEBase('application', "octet-stream")
    part.set_payload(body)
    Encoders.encode_base64(part)
    file_name = "redi_report_{}.html".format(date.today())
    part.add_header('Content-Disposition', \
            'attachment; filename="{}"'.format(file_name))
    msg.attach(part)



[docs]def send_email_data_import_completed(email_settings, body=''):
    """
    Email the html report after redi completed the data transfer
    Returns a dictionary, with one entry for each recipient that was refused

    Parameters
    ----------
    email_settings : dict
        Email params produced by redi.get_email_settings()
    body : string
        The html content produced by transforming the xsl
        generated by redi.create_summary_report()
    """
    sender = email_settings['batch_report_sender_email']
    to_addr_list = email_settings['batch_report_receiving_list']
    host = email_settings['smtp_host_for_outbound_mail']
    port = email_settings['smtp_port_for_outbound_mail']
    site_name = email_settings['site_name']
    subject = 'Data Import Report For {}'.format(site_name)
    msg = MIMEMultipart()
    msg['From'] = sender
    msg['To'] = ",".join(to_addr_list)
    msg['Subject'] = subject
    msg.attach(MIMEText(body, 'html'))
    add_attachment(msg, body)

    refused_list = {}
    smtp_obj = smtplib.SMTP(host, port)
    refused_list = smtp_obj.sendmail(sender, to_addr_list, msg.as_string())
    logger.info("Successfully sent email to: " + str(to_addr_list))
    smtp_obj.quit()
    return refused_list


[docs]def send_email(
        host,
        port,
        sender,
        to_addr_list,
        cc_addr_list,
        subject,
        msg_body):
    """
    The email deliverer. Return True if the email was sent

    Parameters
    ----------
    to_addr_list : list
        The recipients of the email
    """
    #print ('host %s, port: %s' % (host, port))
    success = False
    try:
        smtp = smtplib.SMTP(host, port)
        header = 'From: %s\n' % sender
        header += 'To: %s\n' % ','.join(to_addr_list)
        if cc_addr_list:
            header += 'Cc: %s\n' % ','.join(cc_addr_list)
        if subject:
            header += 'Subject: %s\n\n' % subject
        msg = header + msg_body
        smtp.sendmail(sender, to_addr_list, msg)
        success = True
        logger.info(
            'Success: Email with subject [' +
            subject +
            '] was sent to:' +
            str(to_addr_list))
    except SMTPException as smtpe:
        logger.error("Unable to send email with subject [{0}] to {1} due: {2}" \
            .format(subject, str(to_addr_list), str(smtpe)))
        logger.info("Please check if the recipient email is valid")
    except Exception as e:
        logger.error("Unable to send email with subject [{0}] to {1}\n due: {2}" \
            .format(subject, str(to_addr_list), str(e)))
        logger.info("Please check if the smtp server is configured properly")
    return success
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  Source code for redi.utils.throttle

# Contributors:
# Christopher P. Barnes <senrabc@gmail.com>
# Andrei Sura: github.com/indera
# Mohan Das Katragadda <mohan.das142@gmail.com>
# Philip Chase <philipbchase@gmail.com>
# Ruchi Vivek Desai <ruchivdesai@gmail.com>
# Taeber Rapczak <taeber@ufl.edu>
# Nicholas Rejack <nrejack@ufl.edu>
# Josh Hanna <josh@hanna.io>
# Copyright (c) 2015, University of Florida
# All rights reserved.
#
# Distributed under the BSD 3-Clause License
# For full text of the BSD 3-Clause License see http://opensource.org/licenses/BSD-3-Clause

"""
Utility module for throttling calls to a function
"""

import collections
import datetime
import logging
import time

logger = logging.getLogger(__name__)
logger.addHandler(logging.NullHandler())


[docs]class Throttle(object):
    """
    Limits the number of calls to a function to a given rate.

    The rate limit is equal to the max_calls over the interval_in_seconds.

    :param function: function to call after throttling
    :param max_calls: maximum number of calls allowed
    :param interval_in_seconds: size of the sliding window
    """
    def __init__(self, function, max_calls, interval_in_seconds=60):
        assert max_calls > 0
        assert interval_in_seconds > 0

        self._actual = function
        self._max_requests = max_calls
        self._interval = datetime.timedelta(seconds=interval_in_seconds)
        self._timestamps = collections.deque(maxlen=self._max_requests)

    def __call__(self, *args, **kwargs):
        """ Conditionally delays before calling the function """
        self._wait()
        return self._actual(*args, **kwargs)

    def _limit_reached(self):
        """ Returns True if the maximum number of calls has been reached """
        return len(self._timestamps) == self._max_requests

    @staticmethod
    def _now():
        # Used during unit testing
        return datetime.datetime.now()

    def _remove_old_entries(self):
        """ Removes old timestamp entries """
        # @TODO: investigate why the deque is not
        # cleared after we reach the limit

        #logger.debug("Clear the deque")
        #self._timestamps.clear()
        #return

        while (len(self._timestamps) > 0 and
               self._now() - self._timestamps[0] >= self._interval):
            self._timestamps.popleft()

    @staticmethod
    def _sleep(seconds):
        # Used during unit testing
        return time.sleep(seconds)

    def _wait(self):
        """ Sleeps for the remaining interval if the limit has been reached """
        if self._limit_reached():
            logger.warn('Throttling limit {} reached.' \
                    .format(self._max_requests))
            lapsed = self._now() - self._timestamps[0]

            if lapsed < self._interval:
                sleep_time = (self._interval - lapsed).total_seconds()
                logger.debug("Sleeping for {} seconds to prevent too many calls"
                             .format(sleep_time))
                self._sleep(sleep_time)

            self._remove_old_entries()

        self._timestamps.append(self._now())
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  Source code for redi.utils.csv2xml

#!/usr/bin/env python

from __future__ import print_function, unicode_literals
from io import open
import sys
reload(sys)
sys.setdefaultencoding('utf8')

# ==============================================================================
# Conversion from CSV to XML
# ==================
#
# Legal
# ------------------
#
# This software was written by Jerzy Jalocha N <jjalocha@gmail.com>. It is
# distributed "as is" without warranty of any kind. Use at you own risk!
# The author puts no restrictions on the user of this software, except
# attribution. You are free to share, remix, and re-license it, as long as
# the original author is credited.
#
#
# Synopsis
# ------------------
#
# csv2xml.py [options] ifile
#
#
# General Options
# ------------------
#
# ifile             Input CSV file path. Mandatory argument. If a hyphen '-' is
#                   given, the script reads from STDIN.
#
# ofile             Output XML file path. If the option os absent, the script
#                   writes to STDOUT.
#
# iencoding         Input file encoding. Defaults to UTF-8.
#
# oencoding         Output file encoding. Defaults to UTF-8.
#
#
# Input Options
# ------------------
#
# delimiter         The one-character string that is used to separate the
#                   fields. It defaults to a comma ','.
#                   eg: Specifying '\t', instructs the script to read tabulator-
#                       separated files:
#                         A1[TAB]B1[TAB]C1
#
# doublequote       Controls how instances of quotechar appearing inside a field
#                   should be themselves be quoted. When True, the character is
#                   doubled. When False, the escapechar is used as a prefix to
#                   the quotechar. It defaults to True.
#
# escapechar        The escapechar removes any special meaning from the
#                   following character. It defaults to None, which disables
#                   escaping.
#                   eg: Using '!' for escaping the delimiter character:
#                         A1,B!,2,C3
#
#(lineterminator)   The reader is hard-coded to recognise either '\r' or '\n' as
#                   end-of-line, and ignores lineterminator. This behavior may
#                   change in the future.
#
# quotechar         A one-character string used to quote fields containing
#                   special characters, such as the delimiter or quotechar, or
#                   which contain new-line characters. It defaults to '"'.
#                   eg: When set to a single-quote, you can easily use the
#                       delimiter inside fields:
#                         A1,"bee,2",C3
#
# quoting           Controls when quotes should be recognised by the reader. It
#                   can take on any of the QUOTE_* constants below:
#     QUOTE_MINIMAL Default. Instructs writer objects to only quote those fields
#                   which contain special characters such as delimiter,
#                   quotechar or any of the characters in lineterminator.
#         QUOTE_ALL Instructs writer objects to quote all fields.
#  QUOTE_NONNUMERIC Instructs the reader to convert all non-quoted fields to
#                   type float.
#        QUOTE_NONE Instructs reader to perform no special processing of quote
#                   characters.
#
# skipinitialspace  When True, whitespace immediately following the delimiter is
#                   ignored. The default is False.
#                   eg: When False, 'A, B, C' is read as
#                         <field>A</field> <field> B</field> <field> C</field>.
#                       When True, it is read as
#                         <field>A</field> <field>B</field> <field> C</field>.
#
# header            This option instructs the script to read read the field
#                   names from the first file line. It defaults to False.
#                   eg: When True, if reads the following CSV input:
#                         'colA,colB,colC
#                          A1,B1,C1'
#                       And uses the first line as field element names:
#                         <colA>A1</colA> <colB>B1</colB> <colC>C1</colC>
#
#
# Output Options
# ------------------
#
# xml-declaration   This option instructs the script to write an XML
#                   declaration. It defaults to False.
#                   eg: If this option is set, the first line in the output
#                       is <?xml version="1.0" encoding="UTF-8"?>.
#
# root_elem         These three options define the element names in the output
# record_elem       XML document. They default to <document>, <record>, and
# field_elem        <field>.
#                   eg: Specifying 'table', 'row', and 'cell', the output
#                       elements become <table>, <row>, and <cell>.
#
# newline_elem      Name for the newline element. It is disabled (None) by
#                   default.
#                   eg: Specifying 'br' will output a <br/> element for each
#                       newline in a field.
#
# flat_fields       This option disables the numbering of the field elements in
#                   the XML output. It is False by default.
#                   eg: When True, a field element is output as a <field>
#                       element, instead of <field0>, <field1>, etc.
#
# indent            XML file indentation. Defaults to four spaces '    '.
#                   eg: Specifying '\t' uses a tabulator, and using ''
#                       disables indentation alltogether.
#
# linebreak         This option defines what character is used at the end of
#                   each line in the XML file. It defaults to '\n', printing
#                   a new line after each element.
#                   eg: Specifying '' instructs the script to print the whole
#                       XML document as one single line.
#
# ==============================================================================

import csv
import sys
from optparse import OptionParser, OptionGroup

# Replace s by r in text.


[docs]def replace(text, s, r):
    return r.join(text.split(s))


# NOTE: If you modify this script, and the need arises to re-use sys.stdin
#       or sys.stdout, uncomment the following.
#
# Never close STDIN and STDOUT.
# def do_not_close(exc_type, exc_value, traceback):
#    pass
#sys.stdin.__exit__ = do_not_close
#sys.stdout.__exit__ = do_not_close

# Open a file or standard input/output from a unified interface.


[docs]def openio(filename, mode, encoding, newline=None):
    if filename == '-':       # Hyphen is commonly used to designate stdin/out.
        filename = None       # Use filename = None for stdin/out.
    if filename:
        return open(filename, mode=mode, encoding=encoding, newline=newline)
    elif mode == 'r':
        return sys.stdin
    elif mode == 'w':
        return sys.stdout
    else:
        raise ValueError("mode not recognized")


# Sometimes we need to print linebreak elements to the output document, in place
# of the real linebreaks in the input document. Sometimes we just keep print
# out the unmodified field content.


[docs]def field_subst_factory(newline):
    newline_tag = '<{0}/>'.format(newline)

    def text_replace(field):
        return replace(field, '\n', newline_tag)

    def text_keep(field):
        return field
    if newline:
        return text_replace
    else:
        return text_keep


# This class handles all the creating of the XML file.


[docs]class Writer:


    def __init__(self, ofile, args):
        self.file = ofile
        self.args = args
        self.newline_subst = field_subst_factory(args.newline_elem)
        if args.header:
            self.fieldname = self.__fieldname_header
        elif args.flat_fields:
            self.fieldname = self.__fieldname_flat
        else:
            self.fieldname = self.__fieldname_indexed

    def write_file(self, data):
        if self.args.declaration:
            declaration = ('<?xml version="1.0" encoding="{0}"?>'.
                           format(self.args.oencoding))
            self.write(declaration)
        self.write("<{0}>".format(self.args.root_elem))
        for record in data:
            self.write_record(record)
        self.write("</{0}>".format(self.args.root_elem))

    def write_record(self, record):
        self.write("{0}<{1}>".
                   format(self.args.indent, self.args.record_elem))
        for index, field in enumerate(record):
            self.write_field(field, index)
        self.write("{0}</{1}>".
                   format(self.args.indent, self.args.record_elem))

    def write_field(self, field, index):
        self.write("{0}{0}<{1}>{2}</{1}>".
                   format(self.args.indent, self.fieldname(index),
                          self.newline_subst(field)))

    def write(self, text):
        print(text, file=self.file, end=self.args.linebreak)

    def __fieldname_header(self, index):
        return self.args.header[index]

    def __fieldname_flat(self, index):
        return self.args.field_elem

    def __fieldname_indexed(self, index):
        return self.args.field_elem + str(index)

# Custom callback function for the command-line parser.
# Store tabs and newlines as "real" tabs and newlines.


[docs]def cleanup_callback(option, opt, value, parser):
    result = replace(value, '\\n', '\n')
    result = replace(result, '\\t', '\t')
    setattr(parser.values, option.dest, result)


# Parse the huge amount of command-line options.


[docs]def parse_cmdline():
    usage = "usage: %prog [options] IFILE"
    parser = OptionParser(usage)
    parser.set_defaults(iencoding='UTF-8',
                        oencoding='UTF-8',
                        delimiter=b',',
                        doublequote=True,
                        quotechar=b'"',
                        quoting=csv.QUOTE_MINIMAL,
                        skipinitialspace=False,
                        header=False,
                        declaration=False,
                        root_elem='root',
                        record_elem='record',
                        field_elem='field',
                        flat_fields=False,
                        indent='    ',
                        linebreak='\n')
    parser.add_option('-o', '--output-file', dest='ofile',
                      help="save to file OFILE")
    parser.add_option('-c', '--input-encoding', dest='iencoding',
                      help="input file encoding")
    parser.add_option('-C', '--output-encoding', dest='oencoding',
                      help="output file encoding")

    igroup = OptionGroup(parser, "CSV Dialect Options")
    igroup.add_option('-d', '--delimiter', dest='delimiter', type='str',
                      action='callback', callback=cleanup_callback,
                      help="a one-character string used to separate fields")
    igroup.add_option('-b', '--no-doublequote', action='store_false',
                      dest='doublequote',
                      help="controls how instances of quotechar appearing "
                      "inside a field should be themselves be quoted")
    igroup.add_option('-e', '--escapechar',
                      help="the escapechar removes any special meaning from "
                      "the following character")
    igroup.add_option('-q', '--quotechar',
                      help="A one-character string used to quote fields "
                      "containing special characters")
    igroup.add_option('--quote-all', dest='quoting',
                      action='store_const', const=csv.QUOTE_ALL,
                      help="quote all field (READER?)")
    igroup.add_option('--quote-minimal', dest='quoting',
                      action='store_const', const=csv.QUOTE_MINIMAL,
                      help="quote only special characters (WRITER?)")
    igroup.add_option('--quote-nonnumeric', dest='quoting',
                      action='store_const', const=csv.QUOTE_NONNUMERIC,
                      help="convert all non-quoted fields to type float")
    igroup.add_option('--quote-none', dest='quoting',
                      action='store_const', const=csv.QUOTE_NONE,
                      help="perform no special processing of quote characters")
    igroup.add_option('-s', '--skipinitialspace', action='store_true',
                      help="if whitespace immediately following the delimiter "
                      "should be ignored")
    igroup.add_option('-a', '--header', action='store_true',
                      help="read field names from file")

    ogroup = OptionGroup(parser, "XML Dialect Options")
    ogroup.add_option('-x', '--xml-declaration', dest='declaration',
                      action='store_true',
                      help="whether to output an XML declaration")
    ogroup.add_option('-t', '--root-element', dest='root_elem',
                      help="name of the root element")
    ogroup.add_option('-r', '--record-element', dest='record_elem',
                      help="name of the record-level element")
    ogroup.add_option('-f', '--field-element', dest='field_elem',
                      help="name of the field-level element")
    ogroup.add_option('-n', '--newline-element', dest='newline_elem',
                      help="name of the line break element")
    ogroup.add_option('-l', '--flat-fields', action='store_true',
                      help="disable field element numbering")
    ogroup.add_option('-i', '--indent', dest='indent', type='str',
                      action='callback', callback=cleanup_callback,
                      help="indentation")
    ogroup.add_option('-k', '--linebreak', dest='linebreak', type='str',
                      action='callback', callback=cleanup_callback,
                      help="line break character in output file")

    parser.add_option_group(igroup)
    parser.add_option_group(ogroup)
    options, args = parser.parse_args()
    if len(args) != 1:
        parser.error("incorrect number of arguments")
    options.ifile = args[0]
    return options


# The main processing code.
if __name__ == '__main__':
    args = parse_cmdline()
    csv.register_dialect('custom',
                         delimiter=args.delimiter,
                         doublequote=args.doublequote,
                         escapechar=args.escapechar,
                         quotechar=args.quotechar,
                         quoting=args.quoting,
                         skipinitialspace=args.skipinitialspace)
    with openio(args.ifile, mode='r', encoding=args.iencoding,
                newline='') as ifile:
        csvreader = csv.reader(ifile, dialect='custom')
        if args.header:
            args.header = next(csvreader)
        with openio(args.ofile, 'w', args.oencoding) as ofile:
            writer = Writer(ofile, args)
            writer.write_file(csvreader)
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  Source code for redi.utils.GetEmrData

# Contributors:
# Christopher P. Barnes <senrabc@gmail.com>
# Andrei Sura: github.com/indera
# Mohan Das Katragadda <mohan.das142@gmail.com>
# Philip Chase <philipbchase@gmail.com>
# Ruchi Vivek Desai <ruchivdesai@gmail.com>
# Taeber Rapczak <taeber@ufl.edu>
# Nicholas Rejack <nrejack@ufl.edu>
# Josh Hanna <josh@hanna.io>
# Copyright (c) 2015, University of Florida
# All rights reserved.
#
# Distributed under the BSD 3-Clause License
# For full text of the BSD 3-Clause License see http://opensource.org/licenses/BSD-3-Clause

"""
This module is used to connect to an sftp server
and retrieve the raw EMR file to be used as input for RED-I.
"""

import os
import csv
from xml.sax import saxutils
import logging
import pysftp
from csv2xml import openio, Writer
from paramiko.ssh_exception import SSHException, BadAuthenticationType
import sys
import ast
import copy

logger = logging.getLogger(__name__)
logger.setLevel(logging.INFO)

[docs]class EmrFileAccessDetails(object) :
    """
    Encapsulate the settings used to retrieve the EMR
    source file using an SFTP connection
    @see redi#_run()
    """
    def __init__(self,
            emr_sftp_project_name,
            emr_download_list,
            emr_host,
            emr_username,
            emr_password,
            emr_port,
            emr_private_key,
            emr_private_key_pass
            ):

        self.sftp_project_name = emr_sftp_project_name
        try:
           self.download_list = ast.literal_eval(emr_download_list)
        # maintain backwards compatibility with existing config repos
        # if it doesn't automatically evaluate to a dictionary, make a dictionary
        except ValueError:
            self.download_list = {str(emr_download_list): "raw.txt"}
        self.host = emr_host
        self.username = emr_username
        self.password = emr_password
        self.port = int(emr_port)
        self.private_key = emr_private_key
        self.private_key_pass = emr_private_key_pass


#============================
# Module level functions
#============================

[docs]def download_files(destination, access_details):
    """
    Download a file from the sftp server
    :destination the name of the file which will be downloaded
    :access_details holds info for accessing the source file over sftp

    @see get_emr_data()
    """
    connection_info = dict(access_details.__dict__)
    # delete unnecessary elements form the dictionary
    del connection_info['download_list']
    del connection_info['sftp_project_name']

    # check for errors during authentication with EMR server
    try:
        with pysftp.Connection(**connection_info) as sftp:
            logger.info("User %s connected to sftp server %s" % \
                (connection_info['username'], connection_info['host']))
            sftp.get(access_details.download_list, destination)
    except IOError as e:
        logger.error("Please verify that the private key file mentioned in "\
            "settings.ini exists.")
        logger.exception(e)
        sys.exit()
    except BadAuthenticationType as e:
        logger.error("Please verify that the EMR server connection details "\
            "under section emr_data in settings.ini are correct")
        logger.exception(e)
        sys.exit()
    except SSHException as e:
        logger.error("Please verify that the EMR server connection details "\
            "under section emr_data in settings.ini are correct")
        logger.exception(e)
        sys.exit()




[docs]def data_preprocessing(input_filename, output_filename):

    # replace &, >, < with &amp;, &>;, &<;
    with open(input_filename, 'r') as raw, open(output_filename, 'w') as processed:
        for line in raw:
            processed.write(saxutils.escape(line))


[docs]def generate_xml(input_filename, output_filename):


    # generate_xml now replicates the functionality from the
    # "main" code block of csv2xml.py. This allows us to use
    # it like another module in our project without having to call os.system().
    class Arguments:
        pass
    args = Arguments()

    # Set the properties which we used to pass as command line arguments
    args.iencoding = 'cp1252'
    args.oencoding = 'utf8'
    args.header = True,
    args.delimiter = ','
    args.declaration = True
    args.root_elem = 'study'
    args.record_elem = 'subject'
    args.ofile = output_filename
    args.ifile = input_filename

    # Now configure the defaults that would've been set if we were to execute
    # csv2xml.py from the command line.
    args.linebreak = u'\n'
    args.escapechar = None
    args.indent = u'    '
    args.quoting = csv.QUOTE_MINIMAL
    args.skipinitialspace = False
    args.field_elem = u'field'
    args.flat_fields = False
    args.doublequote = True
    args.quotechar = '"'
    args.newline_elem = None

    # WARNING! The rest of this function is copied verbatim from csv2xml.py.
    # There should be no differences between these blocks of code whatsoever.
    # TODO: Replace csv2xml.py entirely?
    csv.register_dialect('custom',
                         delimiter=args.delimiter,
                         doublequote=args.doublequote,
                         escapechar=args.escapechar,
                         quotechar=args.quotechar,
                         quoting=args.quoting,
                         skipinitialspace=args.skipinitialspace)
    with openio(args.ifile, mode='r', encoding=args.iencoding,
                newline='') as ifile:
        csvreader = csv.reader(ifile, dialect='custom')
        if args.header:
            args.header = next(csvreader)
        with openio(args.ofile, 'w', args.oencoding) as ofile:
            writer = Writer(ofile, args)
            writer.write_file(csvreader)

[docs]def cleanup(file_to_delete):
    os.remove(file_to_delete)


[docs]def get_emr_data(conf_dir, connection_details):
    """
    :conf_dir configuration directory name
    :connection_details EmrFileAccessDetails object
    """
    number_of_files = len(connection_details.download_list)
    counter = 1
    for key in connection_details.download_list:
        logger.info("Now downloading %i of %i file(s)", counter, number_of_files)
        # make a copy of the dict
        temp_connection_details = copy.deepcopy(connection_details)
        # download the next file in the dict
        raw_txt_file = os.path.join(conf_dir, connection_details.download_list[key])
        temp_connection_details.download_list = os.path.join(connection_details.sftp_project_name, key)
        logger.info("Downloading remote file file: " + temp_connection_details.download_list)
        logger.info("Saving to local file name: " + raw_txt_file)
        download_files(raw_txt_file, temp_connection_details)
        counter += 1
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  Source code for redi.utils.redcapClient

# Contributors:
# Christopher P. Barnes <senrabc@gmail.com>
# Andrei Sura: github.com/indera
# Mohan Das Katragadda <mohan.das142@gmail.com>
# Philip Chase <philipbchase@gmail.com>
# Ruchi Vivek Desai <ruchivdesai@gmail.com>
# Taeber Rapczak <taeber@ufl.edu>
# Nicholas Rejack <nrejack@ufl.edu>
# Josh Hanna <josh@hanna.io>
# Copyright (c) 2015, University of Florida
# All rights reserved.
#
# Distributed under the BSD 3-Clause License
# For full text of the BSD 3-Clause License see http://opensource.org/licenses/BSD-3-Clause

import logging
import time
import sys

from redcap import Project, RedcapError
from requests import RequestException
from requests.packages.urllib3.exceptions import MaxRetryError
from requests.packages.urllib3.exceptions import NewConnectionError

# Configure module's logger
logger = logging.getLogger(__name__)
logger.addHandler(logging.NullHandler())


[docs]class RedcapClient(object):
    """ Client for a REDCap server.

    :param redcap_uri: URI for to REDCap server's API
    :param token: API Token for a REDCap project.
    :param verify_ssl: verify the SSL certificate? (default: True)
    :raises RedcapError: if we failed to get the project's metadata
    :raises RequestException: if some other network-related failure occurs
    """
    def __init__(self, redcap_uri, token, verify_ssl=True):
        self.redcap_uri = redcap_uri
        msg = 'Initializing redcap interface for: ' + redcap_uri
        logger.info(msg)
        self.token = token
        self.verify_ssl = verify_ssl

        try:
            self.project = Project(redcap_uri, token, "", verify_ssl)
            logger.info("redcap interface initialzed")
        except (RequestException, RedcapError) as e:
            logger.exception(e.message)
            raise

[docs]    def get_data_from_redcap(
            self,
            records_to_fetch=None,
            events_to_fetch=None,
            fields_to_fetch=None,
            forms_to_fetch=None,
            return_format='xml'):
        """ Exports REDCap records.

        :param records_to_fetch: if specified, only includes records in this
            list. Otherwise, includes all records.
        :type records_to_fetch: list or None

        :param events_to_fetch: if specified, only includes events in this list.
            Otherwise, includes all events.
        :type events_to_fetch: list or None

        :param fields_to_fetch: if specified, only includes fields in this list.
            Otherwise, includes all fields
        :type fields_to_fetch: list or None

        :param forms_to_fetch: if specified, only includes forms in this list.
            Otherwise, includes all forms.
        :type forms_to_fetch: list or None

        :param return_format: specifies the format of the REDCap response
            (default: xml)

        :return: response
        """
        logger.info('getting data from redcap')
        try:
            response = self.project.export_records(
                records=records_to_fetch,
                events=events_to_fetch,
                fields=fields_to_fetch,
                forms=forms_to_fetch,
                format=return_format)
        except RedcapError as e:
            logger.debug(e.message)
        return response


[docs]    def send_data_to_redcap(self, data, max_retry_count, overwrite=False,
        retry_count=0):
        """ Sends records to REDCap.

        :param list of dict objects data: records to send.
        :param bool overwrite: treat blank values as intentional?
            (default: False) When sending a record, if a field is blank, by
            default REDCap will not overwrite any existing value with a blank.
        :return: response
        :raises RedcapError: if failed to send records for any reason.
        :If MaxRetryError is caught, the function will try resending the same
         data for a maximum of max_retry_count times before exitting. For each
         attempt the wait time before sending is (the_attempt_no * 6)
        """
        overwrite_value = 'overwrite' if overwrite else 'normal'

        try:
            # The following line simulates github issue #108:
            # raise MaxRetryError('', 'localhost:8998', None)
            # The following line simulates 
            #raise NewConnectionError('localhost:8998', 443)
            response = self.project.import_records(data,
                overwrite=overwrite_value)
            return response
        except (MaxRetryError, NewConnectionError) as e:
            logger.error("Exception encountered: ", exc_info = True)
            logger.debug(e.message + ", Attempt no.: " + str(retry_count))
            if (retry_count == max_retry_count):
                message = "Exiting since network connection timed out after"\
                " reaching the maximum retry limit for resending data."
                logger.debug(message)
                sys.exit(message)
            # wait for some time before resending data
            time.sleep(retry_count*6)
            self.send_data_to_redcap(data, max_retry_count, 'overwrite',
                retry_count+1)
        except RedcapError as e:
            logger.debug(e.message)
            raise
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